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Abst ract

Thi s docunent describes the Stream Control Transni ssion Protoco
(SCTP). SCTP is designed to transport PSTN signaling nessages over
| P networks, but is capable of broader applications.

SCTP is a reliable transport protocol operating on top of a
connectionl ess packet network such as IP. It offers the follow ng
services to its users
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sequenced delivery of user nessages within nultiple streans,
with an option for order-of-arrival delivery of individual user
nmessages,

optional bundling of rmultiple user nessages into a single SCTP
packet, and

networ k-1 evel fault tol erance through supporting of multi-

homi ng at either or both ends of an association

The design of SCTP includes appropriate congestion avoi dance behavi or
and resistance to floodi ng and masquer ade attacks.
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1. Introduction

This section explains the reasoning behind the devel opnent of the
Stream Control Transni ssion Protocol (SCTP), the services it offers
and the basic concepts needed to understand the detail ed description
of the protocol
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1.1 Motivation

TCP [ RFC793] has performed i mense service as the prinmary neans of
reliable data transfer in IP networks. However, an increasing nunber
of recent applications have found TCP too limting, and have

i ncorporated their own reliable data transfer protocol on top of UDP
[RFC768]. The limtations which users have w shed to bypass incl ude
the follow ng:

-- TCP provides both reliable data transfer and strict order-of-
transm ssion delivery of data. Some applications need reliable
transfer w thout sequence mai nt enance, while others would be

satisfied with partial ordering of the data. 1In both of these
cases the head-of-1ine blocking offered by TCP causes unnecessary
del ay.

-- The streamoriented nature of TCP is often an inconvenience.
Applications nust add their own record nmarking to delineate their
messages, and nust neke explicit use of the push facility to
ensure that a conplete nmessage is transferred in a reasonabl e
tinme.

-- The Iimted scope of TCP sockets conplicates the task of
provi di ng highly-avail able data transfer capability using nulti-
homed hosts.

-- TCP is relatively vulnerable to denial of service attacks, such
as SYN attacks.

Transport of PSTN signaling across the IP network is an application
for which all of these linmtations of TCP are relevant. Wile this
application directly notivated the devel opnent of SCTP, other
applications may find SCTP a good match to their requirenents.

1.2 Architectural View of SCTP

SCTP is viewed as a |l ayer between the SCTP user application ("SCTP
user" for short) and a connectionl ess packet network service such as
I P. The remainder of this docunent assumes SCTP runs on top of IP
The basic service offered by SCTP is the reliable transfer of user
messages between peer SCTP users. It performs this service within
the context of an association between two SCTP endpoints. Section 10
of this docunent sketches the APl whi ch should exist at the boundary
bet ween the SCTP and the SCTP user |ayers.

SCTP is connection-oriented in nature, but the SCTP association is a

br oader concept than the TCP connection. SCTP provides the nmeans for
each SCTP endpoint (Section 1.4) to provide the other endpoint
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(during association startup) with a list of transport addresses
(i.e., nultiple IP addresses in conbination with an SCTP port)

t hrough whi ch that endpoint can be reached and fromwhich it wll
origi nate SCTP packets. The association spans transfers over all of
t he possi bl e source/destination conbi nati ons whi ch may be generat ed
fromeach endpoint’s lists.

| SCTP User | | SCTP User

| Application | | Application

EEEEELREREEE | EEEEELREREEE |

| SCTP | | SCTP |

| Transport | | Transport

| Service | | Service

[EEEEEEEEREEES | [EEEEEEEEREEES |

| | One or nore ---- One or nore| |

| TP Network |IP address \/ | P address| | P Network

| Servi ce | appear ances /\ appear ances| Servi ce

| | | |
SCTP Node A | <-------- Networ k transport ------- >| SCTP Node B

Figure 1: An SCTP Associ ation
1.3 Functional View of SCTP
The SCTP transport service can be deconposed into a nunber of

functions. These are depicted in Figure 2 and explained in the
remai nder of this section

Stewart, et al. St andards Track [ Page 7]



RFC 2960 Stream Control Transm ssion Protocol Cct ober 2000

SCTP User Application

| Sequenced delivery
| within streans

Associ ati on

startup

and | User Data Fragnentation

t akedown

Acknowl edgenent
and
Congesti on Avoi dance

| Chunk Bundling |

| Packet Validation |

| Pat h Managenent |
I I

Figure 2: Functional View of the SCTP Transport Service

1.3.1 Association Startup and Takedown

An association is initiated by a request fromthe SCTP user (see the
description of the ASSOCI ATE (or SEND) primitive in Section 10).

A cooki e nechanism sinilar to one described by Karn and Sinpson in
[ RFC2522], is enployed during the initialization to provide
protection against security attacks. The cooki e nechani smuses a
four-way handshake, the last two | egs of which are allowed to carry
user data for fast setup. The startup sequence is described in
Section 5 of this docunent.

SCTP provides for graceful close (i.e., shutdown) of an active
associ ation on request fromthe SCTP user. See the description of
the SHUTDOM primtive in Section 10. SCTP also all ows ungracefu
close (i.e., abort), either on request fromthe user (ABORT
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primtive) or as a result of an error condition detected within the
SCTP layer. Section 9 describes both the graceful and the ungracefu
cl ose procedures.

SCTP does not support a half-open state (like TCP) wherein one side
may continue sending data while the other end is closed. Wen either
endpoi nt perforns a shutdown, the association on each peer will stop
accepting new data fromits user and only deliver data in queue at
the tine of the graceful close (see Section 9).

1. 3.2 Sequenced Delivery within Streans

The term"streant is used in SCTP to refer to a sequence of user
nmessages that are to be delivered to the upper-layer protocol in
order with respect to other nessages within the same stream This is
in contrast to its usage in TCP, where it refers to a sequence of
bytes (in this docunent a byte is assuned to be eight bits).

The SCTP user can specify at association startup tinme the nunber of
streans to be supported by the association. This nunber is
negotiated with the renote end (see Section 5.1.1). User nessages

are associated with stream nunbers (SEND, RECEIVE primtives, Section

10). Internally, SCTP assigns a stream sequence nunber to each
nmessage passed to it by the SCTP user. On the receiving side, SCTP
ensures that nessages are delivered to the SCTP user in sequence
within a given stream However, while one stream nmay be bl ocked
wai ting for the next in-sequence user nmessage, delivery from other
streans may proceed

SCTP provides a nmechani smfor bypassing the sequenced delivery
service. User nessages sent using this nechanismare delivered to
the SCTP user as soon as they are received.

1. 3.3 User Data Fragnentation
When needed, SCTP fragnents user nessages to ensure that the SCTP
packet passed to the | ower layer conforns to the path MU On
recei pt, fragments are reassenbled into conpl ete nessages before
bei ng passed to the SCTP user

1. 3.4 Acknow edgenent and Congesti on Avoi dance
SCTP assigns a Transni ssion Sequence Nunber (TSN) to each user data

fragment or unfragmented nmessage. The TSN is i ndependent of any
stream sequence nunber assigned at the streamlevel. The receiving
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end acknow edges all TSNs received, even if there are gaps in the
sequence. In this way, reliable delivery is kept functionally
separate from sequenced stream delivery.

The acknow edgenent and congestion avoi dance function is responsible
for packet retransm ssion when tinely acknow edgenent has not been
recei ved. Packet retransmi ssion is conditioned by congestion

avoi dance procedures sinilar to those used for TCP. See Sections 6
and 7 for a detailed description of the protocol procedures
associated with this function

1. 3.5 Chunk Bundling

As described in Section 3, the SCTP packet as delivered to the | ower
| ayer consists of a common header foll owed by one or nore chunks.
Each chunk may contain either user data or SCTP control information.
The SCTP user has the option to request bundling of nore than one
user nessages into a single SCTP packet. The chunk bundling function
of SCTP is responsible for assenbly of the conplete SCTP packet and
its disassenbly at the receiving end.

During times of congestion an SCTP inplenmentation MAY still perform
bundling even if the user has requested that SCTP not bundle. The
user’s disabling of bundling only affects SCTP inpl enentations that
may delay a small period of tine before transmission (to attenpt to
encourage bundling). Wen the user |ayer disables bundling, this
smal | delay is prohibited but not bundling that is performed during
congestion or retransm ssion.

1.3.6 Packet Validation

A mandatory Verification Tag field and a 32 bit checksumfield (see
Appendi x B for a description of the Adler-32 checksum are included
in the SCTP common header. The Verification Tag value is chosen by
each end of the association during association startup. Packets
recei ved without the expected Verification Tag val ue are di scarded,
as a protection against blind nasquerade attacks and agai nst stale
SCTP packets from a previous association. The Adler-32 checksum
shoul d be set by the sender of each SCTP packet to provide additiona
protection against data corruption in the network. The receiver of
an SCTP packet with an invalid Adler-32 checksumsilently discards
t he packet.
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1. 3.7 Path Managenent

The sending SCTP user is able to mani pul ate the set of transport
addresses used as destinations for SCTP packets through the
primtives described in Section 10. The SCTP path managenent
function chooses the destination transport address for each outgoing
SCTP packet based on the SCTP user’s instructions and the currently
perceived reachability status of the eligible destination set. The
pat h managenent function nonitors reachability through heartbeats
when ot her packet traffic is inadequate to provide this information
and advi ses the SCTP user when reachability of any far-end transport
address changes. The path nmanagenent function is al so responsible
for reporting the eligible set of local transport addresses to the
far end during association startup, and for reporting the transport
addresses returned fromthe far end to the SCTP user.

At association start-up, a primary path is defined for each SCTP
endpoint, and is used for normal sending of SCTP packets.

On the receiving end, the path managenent is responsible for
verifying the existence of a valid SCTP association to which the
i nbound SCTP packet bel ongs before passing it for further processing.

Not e: Pat h Managenent and Packet Validation are done at the sane
tinme, so although described separately above, in reality they cannot
be performed as separate itens.

1.4 Key Terns

Sonme of the | anguage used to describe SCTP has been introduced in the
previ ous sections. This section provides a consolidated Iist of the
key terns and their definitions.

0 Active destination transport address: A transport address on a
peer endpoint which a transmtting endpoint considers avail able
for receiving user nessages.

o Bundling: An optional multiplexing operation, whereby nore than
one user nessage nay be carried in the same SCTP packet. Each
user nessage occupies its own DATA chunk

0 Chunk: A unit of information within an SCTP packet, consisting of
a chunk header and chunk-specific content.

0 Congestion Wndow (cwnd): An SCTP variable that linmits the data

i n nunber of bytes, a sender can send to a particul ar destination
transport address before receiving an acknow edgenent.
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0 Cunul ative TSN Ack Point: The TSN of the | ast DATA chunk
acknow edged via the Cumul ative TSN Ack field of a SACK

0 ldle destination address: An address that has not had user
messages sent to it within some length of tine, normally the
HEARTBEAT i nterval or greater.

0 Inactive destination transport address: An address which is
consi dered inactive due to errors and unavail able to transport
user messages.

0 Message = user nessage: Data submitted to SCTP by the Upper Layer
Prot ocol (ULP)

0 Message Authentication Code (MAC): An integrity check nechani sm
based on cryptographi c hash functions using a secret key.
Typi cal |y, nessage authentication codes are used between two
parties that share a secret key in order to validate infornmation
transmitted between these parties. |In SCIP it is used by an
endpoint to validate the State Cookie information that is returned
fromthe peer in the COXXIE ECHO chunk. The term "MAC' has
different meanings in different contexts. SCTP uses this term
with the same nmeaning as in [ RFC2104].

o0 Network Byte Order: Most significant byte first, a.k.a., Big
Endi an.

0 Odered Message: A user nessage that is delivered in order with
respect to all previous user messages sent within the streamthe
nessage was sent on.

0 CQutstanding TSN (at an SCTP endpoint): A TSN (and the associ at ed
DATA chunk) that has been sent by the endpoint but for which it
has not yet received an acknow edgenent.

0o Path: The route taken by the SCTP packets sent by one SCTP
endpoint to a specific destination transport address of its peer
SCTP endpoint. Sending to different destination transport
addresses does not necessarily guarantee getting separate paths.

o Primary Path: The primary path is the destination and source
address that will be put into a packet outbound to the peer
endpoi nt by default. The definition includes the source address
since an inplenentation MAY wi sh to specify both destination and
source address to better control the return path taken by reply
chunks and on which interface the packet is transmtted when the
data sender is multi-homed.
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0 Receiver Wndow (rwnd): An SCTP variable a data sender uses to
store the nost recently cal cul ated receiver wi ndow of its peer, in
number of bytes. This gives the sender an indication of the space
available in the receiver’s inbound buffer.

0 SCTP association: A protocol relationship between SCTP endpoints,
conposed of the two SCTP endpoints and protocol state infornation
including Verification Tags and the currently active set of
Transm ssi on Sequence Nunbers (TSNs), etc. An association can be
uniquely identified by the transport addresses used by the
endpoints in the association. Two SCTP endpoi nts MJST NOT have
nore than one SCTP associ ati on between them at any given tine.

0 SCTP endpoint: The |ogical sender/receiver of SCTP packets. On a
mul ti-homed host, an SCTP endpoint is represented to its peers as
a conbination of a set of eligible destination transport addresses
to which SCTP packets can be sent and a set of eligible source
transport addresses from which SCTP packets can be received. Al
transport addresses used by an SCTP endpoi nt nust use the sane
port nunber, but can use nultiple |IP addresses. A transport
address used by an SCTP endpoi nt nust not be used by another SCTP
endpoint. In other words, a transport address is unique to an
SCTP endpoi nt .

0 SCTP packet (or packet): The unit of data delivery across the
i nterface between SCTP and the connectionl ess packet network
(e.g., IP). An SCTP packet includes the conmon SCTP header
possi bl e SCTP control chunks, and user data encapsulated within
SCTP DATA chunks.

0 SCTP user application (SCTP user): The |ogical higher-Iayer
application entity which uses the services of SCTP, also called
t he Upper-1layer Protocol (ULP)

o Slow Start Threshold (ssthresh): An SCTP variable. This is the
t hreshol d which the endpoint will use to determi ne whether to
perform sl ow start or congestion avoidance on a particul ar
destination transport address. Ssthresh is in number of bytes.

0 Stream A uni-directional |ogical channel established fromone to
anot her associ ated SCTP endpoint, w thin which all user nessages
are delivered in sequence except for those subnitted to the
unordered delivery service

Note: The rel ationship between stream nunbers in opposite directions
is strictly a matter of how the applications use them It is the
responsibility of the SCTP user to create and nanage these
correlations if they are so desired.
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0 Stream Sequence Nunber: A 16-bit sequence nunber used internally
by SCTP to assure sequenced delivery of the user nessages within a
given stream One stream sequence nunber is attached to each user
nessage

o0 Tie-Tags: Verification Tags froma previous association. These
Tags are used within a State Cookie so that the newy restarting
association can be linked to the original association within the
endpoint that did not restart.

o Transm ssion Control Block (TCB): An internal data structure
created by an SCTP endpoint for each of its existing SCTP
associations to other SCTP endpoints. TCB contains all the status
and operational information for the endpoint to maintain and
manage the correspondi ng associ ati on

o Transm ssion Sequence Nunber (TSN): A 32-bit sequence nunber used
internally by SCTP. One TSN is attached to each chunk contai ni ng
user data to pernit the receiving SCTP endpoint to acknow edge its
recei pt and detect duplicate deliveries.

0 Transport address: A Transport Address is traditionally defined
by Network Layer address, Transport Layer protocol and Transport
Layer port nunber. |In the case of SCTP running over IP, a
transport address is defined by the conbination of an | P address
and an SCTP port nunber (where SCTP is the Transport protocol).

0 Unacknow edged TSN (at an SCTP endpoint): A TSN (and the associ at ed
DATA chunk) whi ch has been received by the endpoint but for which
an acknow edgenent has not yet been sent. O in the opposite case,
for a packet that has been sent but no acknow edgenent has been
recei ved.

0 Unordered Message: Unordered nessages are "unordered" with respect
to any other nmessage, this includes both other unordered nessages
as well as other ordered nessages. Unordered nessage m ght be
delivered prior to or later than ordered nessages sent on the sane
stream

0 User nessage: The unit of data delivery across the interface
bet ween SCTP and its user

o Verification Tag: A 32 bit unsigned integer that is randomy
generated. The Verification Tag provides a key that allows a
receiver to verify that the SCTP packet bel ongs to the current
association and is not an old or stale packet froma previous
associ ati on.

Stewart, et al. St andards Track [ Page 14]



RFC 2960 Stream Control Transm ssion Protocol Cct ober 2000

1.5. Abbreviations

MAC - Message Aut hentication Code [ RFC2104]
RTO - Retransmi ssion Time-out

RTT - Round-trip Time

RTTVAR - Round-trip Tinme Variation

SCTP - Stream Control Transm ssion Protocol
SRTT - Snoothed RTT

TCB - Transnission Control Bl ock

TLV - Type- Lengt h- Val ue Codi ng For mat

TSN - Transm ssi on Sequence Nunber

ULP - Upper-1layer Protocol

1.6 Serial Nunber Arithnetic

It is essential to renenber that the actual Transm ssion Sequence
Nunmber space is finite, though very large. This space ranges from?O
to 2**32 - 1. Since the space is finite, all arithnetic dealing with
Transm ssi on Sequence Nunbers mnust be performed nodul o 2**32. This
unsi gned arithnetic preserves the rel ationship of sequence nunbers as
they cycle from2**32 - 1 to 0 again. There are sone subtleties to
conputer nodulo arithnetic, so great care should be taken in
programing the conparison of such values. Wen referring to TSNs,
the synbol "=<" neans "less than or equal "(nodul o 2**32).

Conmparisons and arithnmetic on TSNs in this docunent SHOULD use Seri al
Nunmber Arithnetic as defined in [ RFC1982] where SERIAL _BITS = 32.

An endpoi nt SHOULD NOT transmit a DATA chunk with a TSN that is nore
than 2**31 - 1 above the beginning TSN of its current send w ndow.
Doi ng so will cause problens in conparing TSNs.

Transm ssi on Sequence Nunbers wrap around when they reach 2**32 - 1.
That is, the next TSN a DATA chunk MJST use after transmitting TSN =
2*32 - 1 is TSN = 0.

Any arithnmetic done on Stream Sequence Numbers SHOULD use Seri al
Nunmber Arithnetic as defined in [RFC1982] where SERIAL_BITS = 16.
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Al'l other arithnetic and conparisons in this docunent uses nor nal
arithmetic.

2. Conventi ons

The keywords MUST, MJUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL, when
they appear in this docunent, are to be interpreted as described in
[ RFC2119].

3. SCTP packet For mat

An SCTP packet is conposed of a comobn header and chunks. A chunk
contains either control information or user data.

The SCTP packet format is shown bel ow

0 1 2 3
01234567890123456789012345678901
R S T S S e e e I S S i i o e S S S

| Conmon Header

B T T i e o T o S S S S e b i S S s
| Chunk #1 |
B S T i s S S s i ot S S S S S S
|+- B T o S I S S Rt i SEi SH S S S S s |-|-
| Chunk #n |
B T T i e o T o S S S S e b i S S s

Mul ti pl e chunks can be bundled into one SCTP packet up to the MIU
size, except for the INIT, INNT ACK, and SHUTDOWN COMPLETE chunks.
These chunks MJUST NOT be bundl ed with any other chunk in a packet.
See Section 6.10 for nore details on chunk bundling.

If a user data nmessage doesn’t fit into one SCTP packet it can be
fragmented into nultiple chunks using the procedure defined in
Section 6.9.

Al integer fields in an SCTP packet MJUST be transmitted in network
byte order, unless otherw se stat ed.
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3.1 SCTP Common Header Field Descriptions
SCTP Conmon Header For mat

0 1 2 3
01234567890123456789012345678901
I S S S T i S S S T 3

| Source Port Nunber | Destination Port Nunber

I i T i S i S S S
| Verification Tag

B T e o i S I i i S S N iy St S I S S
| Checksum |
I S T it S T it S S S S S

Source Port Nunber: 16 bits (unsigned integer)

This is the SCTP sender’s port nunber. It can be used by the
receiver in conbination with the source |IP address, the SCTP
destination port and possibly the destination |IP address to
identify the association to which this packet bel ongs.

Destination Port Number: 16 bits (unsigned integer)

This is the SCTP port nunber to which this packet is destined.
The receiving host will use this port nunber to de-nultiplex the
SCTP packet to the correct receiving endpoi nt/application.

Verification Tag: 32 bits (unsigned integer)

The receiver of this packet uses the Verification Tag to validate
the sender of this SCTP packet. On transnit, the value of this
Verification Tag MIST be set to the value of the Initiate Tag
recei ved fromthe peer endpoint during the association
initialization, with the followi ng exceptions:

- A packet containing an INIT chunk MJST have a zero Verification
Tag.

- A packet containing a SHUTDOAN- COWLETE chunk with the T-bit
set MJST have the Verification Tag copied fromthe packet with
t he SHUTDOMN- ACK chunk.

- A packet containing an ABORT chunk may have the verification
tag copied fromthe packet which caused the ABORT to be sent.
For details see Section 8.4 and 8.5.

An INIT chunk MJUST be the only chunk in the SCTP packet carrying it.
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Checksum 32 bits (unsigned integer)

This field contains the checksum of this SCTP packet. Its
calculation is discussed in Section 6.8. SCTP uses the Adler-
32 algorithmas described in Appendix B for calculating the
checksum

3.2 Chunk Field Descriptions

The figure belowillustrates the field format for the chunks to be
transmitted in the SCTP packet. Each chunk is formatted with a Chunk
Type field, a chunk-specific Flag field, a Chunk Length field, and a
Val ue field.

0 1 2 3
01234567890123456789012345678901
B i T o S o i S S i s S S S S S S
Chunk Type | Chunk Flags | Chunk Length |
B e e i S e e T s i i S T R SR S S S S T S i

+-
|
+-
\ \
/ Chunk Val ue /
\ \
B T e o i S I i i S S N iy St S I S S
Chunk Type: 8 bits (unsigned integer)

This field identifies the type of information contained in the
Chunk Val ue fi el d. It takes a value fromO to 254. The val ue of
255 is reserved for future use as an extension field.

The val ues of Chunk Types are defined as foll ows:

I D Val ue Chunk Type

0 - Payl oad Data (DATA)

1 - Initiation (INIT)

2 - Initiation Acknow edgenent (I NI T ACK)

3 - Selective Acknow edgenent (SACK)

4 - Heartbeat Request (HEARTBEAT)

5 - Heartbeat Acknow edgenment (HEARTBEAT ACK)
6 - Abort (ABORT)

7 - Shut down ( SHUTDOWN)

8 - Shut down Acknow edgenent (SHUTDOAN ACK)
9 - Operation Error (ERROR)

10 - State Cookie (COXIE ECHO

11 - Cooki e Acknow edgenent (COOKI E ACK)

12 - Reserved for Explicit Congestion Notification Echo (ECNE)
13 - Reserved for Congestion W ndow Reduced (CWR)
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14 - Shut down Conpl ete ( SHUTDOWN COVPLETE)
15 to 62 - reserved by | ETF

63 - | ETF-defi ned Chunk Extensions

64 to 126 - reserved by | ETF

127 - | ETF-defi ned Chunk Extensions

128 to 190 - reserved by | ETF

191 - | ETF-defi ned Chunk Extensions

192 to 254 - reserved by | ETF

255 - | ETF-defi ned Chunk Extensions

Chunk Types are encoded such that the highest-order two bits specify
the action that nust be taken if the processing endpoint does not
recogni ze the Chunk Type.

00 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it.

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
paraneter in an ’'Unrecogni zed Paranmeter Type' (in either an
ERROR or in the INIT ACK)

10 - Skip this chunk and continue processing.

11 - Skip this chunk and continue processing, but report in an ERROR
Chunk using the 'Unrecogni zed Chunk Type' cause of error

Not e: The ECNE and CWR chunk types are reserved for future use of
Explicit Congestion Notification (ECN).

Chunk Flags: 8 bhits

The usage of these bits depends on the chunk type as given by the
Chunk Type. Unless otherwi se specified, they are set to zero on
transmt and are ignored on receipt.

Chunk Length: 16 bits (unsigned integer)

This value represents the size of the chunk in bytes including the
Chunk Type, Chunk Fl ags, Chunk Length, and Chunk Val ue fi el ds.
Therefore, if the Chunk Value field is zero-length, the Length
field will be set to 4. The Chunk Length field does not count any
paddi ng.
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Chunk Val ue: variable |ength

The Chunk Value field contains the actual information to be
transferred in the chunk. The usage and format of this field is
dependent on the Chunk Type.

The total length of a chunk (including Type, Length and Val ue fi el ds)
MUST be a nultiple of 4 bytes. |If the length of the chunk is not a
multiple of 4 bytes, the sender MJUST pad the chunk with all zero
bytes and this padding is not included in the chunk I ength field.

The sender should never pad with nore than 3 bytes. The receiver
MUST i gnore the paddi ng bytes.

SCTP defined chunks are described in detail in Section 3.3. The
gui delines for |ETF-defined chunk extensions can be found in Section
13.1 of this docunent.

3.2.1 Optional/Variable-length Paraneter Fornmat

Chunk val ues of SCTP control chunks consist of a chunk-type-specific
header of required fields, followed by zero or nore paraneters. The
optional and variabl e-length paraneters contained in a chunk are
defined in a Type-Length-Value format as shown bel ow

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

Par anet er Type | Par anet er Length
B e s i e e e s i i ST RIE CRIE TR TR TR S T S S S s sl S S S

~ —

Par anet er Val ue

—

\
/
\
T I T S S Tk it S S S S Sk L T T SR A s

Chunk Parameter Type: 16 bits (unsigned integer)

The Type field is a 16 bit identifier of the type of paraneter.
It takes a value of 0 to 65534.

The val ue of 65535 is reserved for | ETF-defined extensions. Val ues

other than those defined in specific SCTP chunk description are
reserved for use by | ETF.
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Chunk Parameter Length: 16 bits (unsigned integer)

The Paraneter Length field contains the size of the paraneter in
bytes, including the Paraneter Type, Paraneter Length, and
Paraneter Value fields. Thus, a paraneter with a zero-length
Paraneter Value field would have a Length field of 4. The

Par anet er Length does not include any paddi ng bytes.

Chunk Paraneter Val ue: variabl e-1ength.

The Paranmeter Value field contains the actual information to be
transferred in the paraneter.

The total length of a paraneter (including Type, Paraneter Length and
Value fields) MIUST be a nultiple of 4 bytes. |If the Iength of the
paraneter is not a multiple of 4 bytes, the sender pads the Paraneter
at the end (i.e., after the Paraneter Value field) with all zero
bytes. The length of the padding is not included in the paraneter
length field. A sender SHOULD NOT pad with nore than 3 bytes. The
recei ver MJUST ignore the paddi ng bytes.

The Paraneter Types are encoded such that the highest-order two bits
specify the action that nmust be taken if the processing endpoi nt does
not recogni ze the Paraneter Type.

00 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it.

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
paraneter in an 'Unrecogni zed Paraneter Type' (in either an
ERROR or in the INIT ACK).

10 - Skip this paranmeter and continue processing.

11 - Skip this paraneter and continue processing but report the
unrecogni zed paraneter in an 'Unrecogni zed Paraneter Type' (in
either an ERROR or in the INIT ACK).

The actual SCTP paraneters are defined in the specific SCTP chunk

sections. The rules for |ETF-defined paraneter extensions are

defined in Section 13.2.

3.3 SCTP Chunk Definitions

This section defines the format of the different SCTP chunk types.
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3.3.1 Payl oad Data (DATA) (0)
The follow ng format MJST be used for the DATA chunk:

0 1 2 3
01234567890123456789012345678901
B e i S T e i T e S R S e e e s i i T S

| Type = 0 | Reserved| Ul B| E| Length

B o i T e e T s i i T S TR S e S S i T S g e e
| TSN |
B T e o i S I i i S S N iy St S I S S
| Stream ldentifier S | Stream Sequence Nunber n

B e i S T e i T e S R S e e e s i i T S
| Payl oad Protocol ldentifier

B o i T e e T s i i T S TR S e S S i T S g e e
\
/
\
+-

\
User Data (seq n of Stream S) /
\
B e e i S e e T s i i S T R SR S S S S T S i
Reserved: 5 bits
Shoul d be set to all "0's and ignored by the receiver
Ubit: 1 bit
The (Uynordered bit, if set to 1", indicates that this is an
unor dered DATA chunk, and there is no Stream Sequence Numnber
assigned to this DATA chunk. Therefore, the receiver MJST ignore
the Stream Sequence Nunber field.
After re-assenbly (if necessary), unordered DATA chunks MJST be
di spatched to the upper layer by the receiver w thout any attenpt
to re-order.

I f an unordered user nessage is fragnented, each fragnent of the
message MJST have its U bit set to '1’

B bit: 1 bit

The (B)eginning fragment bit, if set, indicates the first fragment
of a user nessage.

Ebit: 1 bit

The (E)nding fragnment bit, if set, indicates the |ast fragnent of
a user nessage.
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An unfragnented user nessage shall have both the B and E bits set to
"1'. Setting both B and E bits to 'O’ indicates a mddle fragment of
a multi-fragnent user nessage, as summarized in the follow ng table:

B E Descri ption
| 10| First piece of a fragnented user nessage
001 Madie piece of afragmented user message )
|70 1| Last piece of a fragmented user message \
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e me e m e aoo - +

| 1 1] Unfragnented Message |

| Tabl e 1: Fragnent Description Fl ags |

When a user nessage is fragnented into multiple chunks, the TSNs are
used by the receiver to reassenble the nmessage. This neans that the
TSNs for each fragnment of a fragnented user nessage MJUST be strictly
sequenti al .

Length: 16 bits (unsigned integer)
This field indicates the I ength of the DATA chunk in bytes from
t he beginning of the type field to the end of the user data field
excl udi ng any paddi ng. A DATA chunk with no user data field wll
have Length set to 16 (indicating 16 bytes).

TSN : 32 bits (unsigned integer)
This value represents the TSN for this DATA chunk. The valid
range of TSNis fromO to 4294967295 (2**32 - 1). TSN wraps back
to O after reaching 4294967295.

Stream ldentifier S: 16 bits (unsigned integer)
Identifies the streamto which the follow ng user data bel ongs

Stream Sequence Number n: 16 bits (unsigned integer)

This value represents the stream sequence nunber of the foll ow ng
user data within the streamS. Valid range is 0 to 65535

When a user nessage is fragnented by SCTP for transport, the sane

stream sequence nunber MJST be carried in each of the fragnments of
t he message.
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Payl oad Protocol ldentifier: 32 bits (unsigned integer)

This value represents an application (or upper |ayer) specified
protocol identifier. This value is passed to SCTP by its upper

| ayer and sent to its peer. This identifier is not used by SCTP
but can be used by certain network entities as well as the peer
application to identify the type of information being carried in
t hi s DATA chunk. This field must be sent even in fragnented DATA
chunks (to make sure it is available for agents in the niddle of
t he network).

The value 0 indicates no application identifier is specified by
t he upper layer for this payl oad data.

User Data: variable length

This is the payl oad user data. The inplenmentation MJUST pad the
end of the data to a 4 byte boundary with all-zero bytes. Any
paddi ng MJUST NOT be included in the length field. A sender MJST
never add nore than 3 bytes of paddi ng.

3.3.2 Initiation (INIT) (1)

This chunk is used to initiate a SCTP associ ati on between two
endpoints. The format of the INIT chunk is shown bel ow

0 1 2 3

01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Type = 1 | Chunk Flags | Chunk Length |
T e s e i i e e e s o S Sh SR N SR
| Initiate Tag |
i T i i e e e e e e s t o S R TR R R SR
| Advertised Receiver Wndow Credit (a_rwnd) |
B T e o i S I i i S S N iy St S I S S
| Nunmber of Qutbound Streans | Nunber of Inbound Streans |
e e i i e i S S e e
| Initial TSN I
i T i i o e e e e e e et i S S S R R SR
\
/
\
+-

\
Optional / Vari abl e-Lengt h Paraneters /

\

B s S e O i et S R e i ol st S S S S S S S

The INIT chunk contains the follow ng paraneters. Unless otherw se
not ed, each parameter MJST only be included once in the INIT chunk.
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Fi xed Paraneters St at us

Initiate Tag Mandat ory

Advertised Receiver Wndow Credit Mandat ory

Number of CQutbound Streans Mandat ory

Nunmber of Inbound Streans Mandat ory

Initial TSN Mandat ory

Vari abl e Paraneters St at us Type Val ue
| Pv4 Address (Note 1) Opt i onal 5

| Pv6 Address (Note 1) Opt i onal 6

Cooki e Preservative Opt i onal 9

Reserved for ECN Capable (Note 2) Opt i onal 32768 (0x8000)
Host Name Address (Note 3) Opt i onal 11
Supported Address Types (Note 4) Opt i onal 12

Note 1. The INIT chunks can contain nultiple addresses that can be
| Pv4 and/or | Pv6 in any conbination

Note 2: The ECN capable field is reserved for future use of Explicit
Congestion Notification

Note 3: An INIT chunk MJUST NOT contain nore than one Host Nane
address paraneter. Moreover, the sender of the INNT MJUST NOT conbi ne
any other address types with the Host Nanme address in the INIT. The
receiver of INIT MIST ignore any other address types if the Host Nane
address paraneter is present in the received INIT chunk

Note 4: This paraneter, when present, specifies all the address types
t he sendi ng endpoi nt can support. The absence of this paraneter
i ndi cates that the sending endpoi nt can support any address type.

The Chunk Flags field in INNT is reserved and all bits in it should
be set to 0 by the sender and ignored by the receiver. The sequence
of parameters within an INIT can be processed in any order

Initiate Tag: 32 bits (unsigned integer)
The receiver of the INIT (the responding end) records the val ue of
the Initiate Tag paraneter. This value MJST be placed into the
Verification Tag field of every SCTP packet that the receiver of
the INIT transnits within this association.

The Initiate Tag is allowed to have any val ue except 0. See
Section 5.3.1 for nore on the selection of the tag val ue.
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If the value of the Initiate Tag in a received INNT chunk is found
to be 0, the receiver MIST treat it as an error and close the
association by transnmitting an ABORT

Advertised Receiver Wndow Credit (a_rwnd): 32 bits (unsigned
i nt eger)

This value represents the dedicated buffer space, in nunber of
bytes, the sender of the INIT has reserved in association with
this window During the life of the association this buffer space
SHOULD not be | essened (i.e. dedicated buffers taken away from
this association); however, an endpoint MAY change the val ue of

a rwnd it sends in SACK chunks.

Nunber of Qutbound Streans (OS): 16 bits (unsigned integer)

Defi nes the nunber of outbound streans the sender of this INT
chunk wi shes to create in this association. The value of 0 MJST
NOT be used.

Note: A receiver of an INNT with the OS value set to 0 SHOULD
abort the associ ation.

Nunmber of Inbound Streans (MS) : 16 bits (unsigned integer)

Defi nes the nmaxi mum nunber of streans the sender of this INT
chunk allows the peer end to create in this association. The
value 0 MJUST NOT be used.

Note: There is no negotiation of the actual nunmber of streans but
instead the two endpoints will use the nmin(requested, offered).
See Section 5.1.1 for details.

Note: A receiver of an INNT with the MS value of 0 SHOULD abort
t he associ ati on.

Initial TSN (I-TSN) : 32 bits (unsigned integer)

Defines the initial TSN that the sender will use. The valid range
is fromO to 4294967295. This field MAY be set to the value of
the Initiate Tag field.
3.3.2.1 Optional/Variable Length Paraneters in INIT
The followi ng paranmeters follow the Type-Length-Value format as

defined in Section 3.2.1. Any Type-Length-Value fields MJST cone
after the fixed-length fields defined in the previous section.
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| Pv4 Address Paraneter (5)

0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S

| Type = 5 | Length = 8

B e i S T e i T e S R S e e e s i i T S
| | Pv4 Address

B o i T e e T s i i T S TR S e S S i T S g e e

| Pv4 Address: 32 bits (unsigned integer)

Contains an | Pv4 address of the sending endpoint. It is binary
encoded.

| Pv6 Address Paraneter (6)

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Type = 6 | Length = 20
B T e o i S I i i S S N iy St S I S S

| Pv6 Address

I
I
I
I
+

|

|

|

|

B T et S S S i S T ai A S S Y S SIS
| Pv6 Address: 128 bit (unsigned integer)

Contains an | Pv6 address of the sending endpoint. It is binary
encoded.

Note: A sender MJUST NOT use an | Pv4-mapped | Pv6 address [ RFC2373]
but should instead use an | Pv4 Address Paraneter for an |Pv4
addr ess.

Conbi ned with the Source Port Nunber in the SCTP common header

the value passed in an I Pv4 or | Pv6 Address paraneter indicates a
transport address the sender of the INIT will support for the
association being initiated. That is, during the lifetine of this
association, this | P address can appear in the source address
field of an | P datagram sent fromthe sender of the INIT, and can
be used as a destination address of an |IP datagram sent fromthe
receiver of the INT.
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More than one | P Address paraneter can be included in an INIT
chunk when the INIT sender is nulti-honed. Moreover, a nulti-
honed endpoi nt nay have access to different types of network, thus
nmore than one address type can be present in one INIT chunk, i.e.

| Pv4 and | Pv6 addresses are allowed in the same INIT chunk

If the INIT contains at |east one | P Address paraneter, then the
source address of the I P datagram containing the INIT chunk and
any additional address(es) provided within the INIT can be used as
destinations by the endpoint receiving the INNT. If the INIT does
not contain any |IP Address paraneters, the endpoint receiving the
INI'T MUST use the source address associated with the received IP
datagramas its sole destination address for the association

Note that not using any |IP address paraneters in the INIT and
INNT-ACK is an alternative to nmake an association nore likely to
wor k across a NAT box.

Cooki e Preservative (9)

The sender of the INIT shall use this paraneter to suggest to the
receiver of the INIT for a longer life-span of the State Cookie.

0 1 2 3
01234567890123456789012345678901
i o S T e et ol I e SR S R S S e o i et oI e R S R S S R S e

| Type = 9 | Length = 8
B T T T o o S S S e i S S Tk e e Y S
| Suggest ed Cooki e Life-span Increment (nsec.)
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5

Suggest ed Cooki e Life-span Increment: 32 bits (unsigned integer)

This paraneter indicates to the receiver how nuch increnent in
mlliseconds the sender wishes the receiver to add to its default
cookie |ife-span.

This optional paranmeter should be added to the INIT chunk by the
sender when it re-attenpts establishing an association with a peer
to which its previous attenpt of establishing the association failed
due to a stale cookie operation error. The receiver MAY choose to

i gnore the suggested cookie |ife-span increase for its own security
reasons.
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Host Name Address (11)

The sender of INIT uses this paranmeter to pass its Host Nane (in
place of its I P addresses) to its peer. The peer is responsible
for resolving the name. Using this paranmeter m ght make it nore
likely for the association to work across a NAT box.

1 2 3
012345678901 5678901
B el s ik Tk e S SR e R B e T Tk I S S e
| |
s S R R S R B i S R e
Host Nane /
\

0
0 6
+- +
| Typ
+- +
/

\

R I N i it I I S S R T IR R S i R R R R RN I i R R S S e i i i

Host Nane: variable length
This field contains a host nane in "host name syntax" per RFC1123
Section 2.1 [RFC1123]. The nethod for resolving the host name is

out of scope of SCTP

Note: At least one null termnator is included in the Host Nane
string and nust be included in the |ength.

Supported Address Types (12)

The sender of INIT uses this paraneter to list all the address
types it can support.

0 1 2 3
01234567890123456789012345678901
T I T S S Tk it S S S S Sk L T T SR A s

| Type = 12 | Length |
B T e o i S I i i S S N iy St S I S S
| Address Type #1 | Address Type #2

B R e i s T e e e S S T s sl i I SR S S S S S S S
B i ol i S SR TR e S TR S S S
Address Type: 16 bits (unsigned integer)

This is filled with the type value of the correspondi ng address
TLV (e.g., IPv4 = 5 1|1Pv6 = 6, Hostname = 11).
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3.3.3 Initiation Acknow edgenment (INIT ACK) (2):

The INIT ACK chunk is used to acknow edge the initiation of an SCTP
associ ation.

The paraneter part of INNT ACKis formatted sinmlarly to the INT
chunk. It uses two extra variable paraneters: The State Cookie and
t he Unrecogni zed Paraneter:

The format of the INIT ACK chunk is shown bel ow

In

0 1 2 3
01234567890123456789012345678901
B Lt r s i i i o o T s ks S R S

| Type = 2 | Chunk Flags | Chunk Length

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Initiate Tag

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Advertised Receiver Wndow Credit

B Lt r s i i i o o T s ks S R S
| Nunber of Qutbound Streans | Nunber of Inbound Streans

B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Initial TSN

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
\
/
\
+-

\

Optional / Vari abl e-Length Paraneters /

\

B T T o S T o il s S S S S S i S il i
tiate Tag: 32 bits (unsigned integer)

The receiver of the INIT ACK records the value of the Initiate Tag
paraneter. This value MJST be placed into the Verification Tag
field of every SCTP packet that the INIT ACK receiver transmits
within this association.

The Initiate Tag MJUST NOT take the value 0. See Section 5.3.1 for
nore on the selection of the Initiate Tag val ue.

If the value of the Initiate Tag in a received INNT ACK chunk is
found to be 0, the receiver MIST treat it as an error and cl ose
the association by transmtting an ABORT

Stewart, et al. St andards Track [ Page 30]



RFC 2960 Stream Control Transm ssion Protocol Cct ober 2000

Advertised Receiver Wndow Credit (a_rwnd): 32 bits (unsigned
i nteger)

This value represents the dedicated buffer space, in nunber of
bytes, the sender of the INNT ACK has reserved in association wth
this window During the |life of the association this buffer space
SHOULD not be | essened (i.e. dedicated buffers taken away from
this association).

Number of Qutbound Streams (OS): 16 bits (unsigned integer)

Defi nes the nunber of outbound streans the sender of this INT ACK
chunk wi shes to create in this association. The value of 0 MJST
NOT be used.

Note: A receiver of an INNT ACK with the OGS value set to 0 SHOULD
destroy the association discarding its TCB.

Nunmber of Inbound Streans (MS) : 16 bits (unsigned integer)

Defi nes the maxi num nunber of streans the sender of this INNT ACK
chunk allows the peer end to create in this association. The
val ue 0 MJUST NOT be used.

Note: There is no negotiation of the actual nunmber of streans but
instead the two endpoints will use the nin(requested, offered).
See Section 5.1.1 for details.

Note: A receiver of an INNT ACK with the MS value set to 0O
SHOULD destroy the association discarding its TCB.

Initial TSN (1-TSN) : 32 bits (unsigned integer)

Defines the initial TSN that the I NI T-ACK sender will use. The
valid range is fromO to 4294967295. This field MAY be set to the
value of the Initiate Tag field.

Fi xed Paraneters St at us

Initiate Tag Mandat ory
Advertised Receiver Wndow Credit Mandat ory
Nunmber of Qutbound Streans Mandat ory
Nunmber of Inbound Streans Mandat ory
Initial TSN Mandat ory
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Vari abl e Paraneters St at us Type Val ue
State Cookie Mandat ory 7

| Pv4 Address (Note 1) Opt i onal 5

| Pv6 Address (Note 1) Opt i onal 6

Unr ecogni zed Paraneters Opt i onal 8

Reserved for ECN Capable (Note 2) Opt i onal 32768 (0x8000)
Host Name Address (Note 3) Opt i onal 11

Note 1: The INIT ACK chunks can contai n any number of |P address
paraneters that can be IPv4 and/or 1Pv6 in any conbination

Note 2: The ECN capable field is reserved for future use of Explicit
Congestion Notification

Note 3: The INIT ACK chunks MJST NOT contain nore than one Host Name
address paraneter. Mreover, the sender of the INNT ACK MJST NOT
conbi ne any other address types with the Host Nane address in the
INNT ACK. The receiver of the INNT ACK MJST i gnore any other address
types if the Host Nanme address paraneter is present.

| MPLEMENTATI ON NOTE: An i npl enent ati on MJST be prepared to receive a
INNT ACK that is quite large (nore than 1500 bytes) due to the

vari abl e size of the state cookie AND the variable address list. For
exanple if a responder to the INIT has 1000 | Pv4 addresses it w shes
to send, it would need at |least 8,000 bytes to encode this in the
INI T ACK

In conbination with the Source Port carried in the SCTP conmon
header, each |IP Address paraneter in the INNT ACK indicates to the
receiver of the INIT ACK a valid transport address supported by the
sender of the INIT ACK for the lifetime of the association being

i nitiated.

If the INIT ACK contains at |east one | P Address parameter, then the
source address of the I P datagramcontaining the INNT ACK and any
addi ti onal address(es) provided within the INNT ACK nay be used as
destinations by the receiver of the INNT-ACK. |If the INIT ACK does
not contain any |IP Address paraneters, the receiver of the IN T-ACK
MUST use the source address associated with the received | P datagram
as its sole destination address for the association.

The State Cookie and Unrecogni zed Parameters use the Type-Length-
Value format as defined in Section 3.2.1 and are described bel ow
The other fields are defined the sane as their counterparts in the
I NI T chunk.
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3.3.3.1 Optional or Variable Length Paraneters
St at e Cooki e
Par anmet er Type Value: 7
Paraneter Length: variable size, depending on Size of Cookie
Par anet er Val ue:

This paraneter value MIST contain all the necessary state and
paraneter information required for the sender of this INNT ACK
to create the association, along with a Message Aut hentication
Code (MAC). See Section 5.1.3 for details on State Cookie
definition.

Unr ecogni zed Paraneters:
Par aneter Type Val ue: 8
Paraneter Length: Variable Size.
Par anet er Val ue:

This paranmeter is returned to the originator of the INIT chunk
when the INIT contains an unrecogni zed paraneter which has a
val ue that indicates that it should be reported to the sender
This paraneter value field will contain unrecognized paraneters
copied fromthe INIT chunk conplete with Paraneter Type, Length
and Val ue fi el ds.

3.3.4 Selective Acknow edgenent (SACK) (3):

This chunk is sent to the peer endpoint to acknow edge recei ved DATA
chunks and to informthe peer endpoint of gaps in the received
subsequences of DATA chunks as represented by their TSNs.

The SACK MUST contain the Cunul ati ve TSN Ack and Adverti sed Recei ver
W ndow Credit (a_rwnd) paraneters.

By definition, the value of the Cunulative TSN Ack paraneter is the
| ast TSN received before a break in the sequence of received TSNs
occurs; the next TSN value followi ng this one has not yet been
received at the endpoint sending the SACK. This paraneter therefore
acknow edges receipt of all TSNs less than or equal to its val ue.

The handling of a_rwnd by the receiver of the SACK is discussed in
detail in Section 6.2.1.
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The SACK al so contains zero or nore Gap Ack Blocks. Each Gap Ack
Bl ock acknow edges a subsequence of TSNs received foll owing a break
in the sequence of received TSNs. By definition, all TSNs

acknow edged by Gap Ack Bl ocks are greater than the value of the
Cumul ati ve TSN Ack.

0 1 2 3

01234567890123456789012345678901

Bl o T e e e e S s i e o S S O e S =
Type = 3 | Chunk FI ags | Chunk Length |

B i i i S S R ih s s I S S o O S S

Cunul ati ve TSN Ack
B s e e S i e s i i i T e e s
Advertised Receiver Wndow Credit (a_rwnd)

e T o T e i e i b hIE SR R

Number of Gap Ack Blocks = N | Nunber of Duplicate TSNs

+-
+ +-

+ X +

~—f— — +—

T S S S i S S i S S S S e e R ok 2 -

-+
Gap Ack Block #1 Start | Gap Ack Block #1 End
i T S S i ks i i S e S S  E E s i s s i R SN e

+

B i i i S S R ih s s I S S o O S S
Gap Ack Block #N Start | Gap Ack Bl ock #N End |
i T e e S e e i e S R e S S R e e ik i o S I S S
Duplicate TSN 1 |

B i T S e S i e el R e S R R it Ik e TR S R e S

~ -~

B s S S i i i i I T S S S S S S S S S i N
Duplicate TSN X |
s S S S i e i i I i I T S T S S S S S S Nt S SN S

T e o e i St S S

Chunk Flags: 8 bits
Set to all zeros on transnit and ignored on receipt.
Cunul ative TSN Ack: 32 bits (unsigned integer)

This parameter contains the TSN of the |ast DATA chunk received in
sequence before a gap.

Advertised Receiver Wndow Credit (a_rwnd): 32 bits (unsigned
i nteger)

This field indicates the updated receive buffer space in bytes of
the sender of this SACK, see Section 6.2.1 for details.
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Nunmber of Gap Ack Bl ocks: 16 bits (unsigned integer)
I ndi cates the nunber of Gap Ack Bl ocks included in this SACK
Number of Duplicate TSNs: 16 bit

This field contains the nunmber of duplicate TSNs the endpoi nt has
received. Each duplicate TSN is listed followi ng the Gap Ack
Bl ock list.

Gap Ack Bl ocks:

These fields contain the Gap Ack Bl ocks. They are repeated for
each Gap Ack Block up to the nunber of Gap Ack Bl ocks defined in
the Nunber of Gap Ack Blocks field. Al DATA chunks with TSNs
greater than or equal to (Cunul ative TSN Ack + Gap Ack Bl ock
Start) and less than or equal to (Cumulative TSN Ack + Gap Ack

Bl ock End) of each Gap Ack Bl ock are assuned to have been received
correctly.

Gap Ack Block Start: 16 bits (unsigned integer)

Indicates the Start offset TSN for this Gap Ack Bl ock. To

cal cul ate the actual TSN nunber the Cunul ative TSN Ack is added to
this offset nunber. This calculated TSN identifies the first TSN
in this Gap Ack Bl ock that has been received.

Gap Ack Block End: 16 bits (unsigned integer)
I ndicates the End offset TSN for this Gap Ack Block. To calculate
the actual TSN nunber the Curnul ative TSN Ack is added to this
of fset nunber. This calculated TSN identifies the TSN of the | ast
DATA chunk received in this Gap Ack Bl ock

For exanpl e, assune the receiver has the foll ow ng DATA chunks newy
arrived at the time when it decides to send a Selective ACK
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| | <- still mssing
| | <- still mssing

then, the paraneter part of the SACK MUST be constructed as follows
(assuning the newa rwnd is set to 4660 by the sender):

o e e e e e e e e e e e e o +
| Cumul ative TSN Ack = 12 |
e +
| a_rwnd = 4660 |
o e oo R +
| num of block=2 | num of dup=0

[ TS T +
| bl ock #1 strt=2 | bl ock #1 end=3

S S +
| bl ock #2 strt=5 | bl ock #2 end=5

o e oo R +

Duplicate TSN. 32 bits (unsigned integer)

I ndi cates the nunber of tines a TSN was received in duplicate
since the last SACK was sent. Every tine a receiver gets a
duplicate TSN (before sending the SACK) it adds it to the list of
duplicates. The duplicate count is re-initialized to zero after
sendi ng each SACK

For exanple, if a receiver were to get the TSN 19 three tinmes it
would list 19 twice in the outbound SACK. After sending the SACK
if it received yet one nore TSN 19 it would list 19 as a duplicate
once in the next outgoing SACK
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3.3.5 Heartbeat Request (HEARTBEAT) (4):

An endpoi nt should send this chunk to its peer endpoint to probe the
reachability of a particular destination transport address defined in
the present associ ation.

The paraneter field contains the Heartbeat Infornmation which is a
vari abl e | ength opaque data structure understood only by the sender.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type = 4 | Chunk Flags | Heart beat Length |
T T e i e o e Rttt o i R R TR R SR
\ \
/ Heart beat Information TLV (Vari abl e-Length) /
\ \
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Chunk Flags: 8 bits

Set to zero on transnmit and ignored on receipt.
Heartbeat Length: 16 bits (unsigned integer)

Set to the size of the chunk in bytes, including the chunk header
and the Heartbeat Information field.

Heartbeat Information: variable |ength

Defined as a variabl e-1ength paraneter using the fornmat described
in Section 3.2.1, i.e.:

Vari abl e Paraneters St at us Type Val ue
Heartbeat Info Mandat ory 1
0 1 2 3

01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Heartbeat Info Type=1 | HB I nfo Length |

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
/ Sender - speci fic Heartbeat Info /
\ \

T I T S S Tk it S S S S Sk L T T SR A s
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The Sender-specific Heartbeat Info field should nornmally include
i nformati on about the sender’s current tine when this HEARTBEAT
chunk is sent and the destination transport address to which this
HEARTBEAT is sent (see Section 8.3).

3.3.6 Heartbeat Acknow edgenent (HEARTBEAT ACK) (5):
An endpoi nt should send this chunk to its peer endpoint as a response
to a HEARTBEAT chunk (see Section 8.3). A HEARTBEAT ACK is al ways

sent to the source |IP address of the |IP datagram containing the
HEARTBEAT chunk to which this ack is responding.

The paraneter field contains a variable | ength opaque data structure.
0 1 2 3
01234567890123456789012345678901

B T e o i S I i i S S N iy St S I S S
| Type = 5 | Chunk Flags | Heart beat Ack Length
B s S S i i i ks a ks st S S S S S S
\ \
/ Heart beat Information TLV (Vari abl e-Length) /
\ \
B T e o i S I i i S S N iy St S I S S
Chunk Flags: 8 bhits
Set to zero on transnmit and ignored on receipt.
Heart beat Ack Length: 16 bits (unsigned integer)

Set to the size of the chunk in bytes, including the chunk header
and the Heartbeat Information field.

Heartbeat Information: variable |ength
This field MUST contain the Hearthbeat |nformation paraneter of
t he Heartbeat Request to which this Heartbeat Acknow edgenent is
respondi ng.
Vari abl e Paraneters St at us Type Val ue

Heartbeat Info Mandat ory 1
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3.3.7 Abort Association (ABORT) (6):

The ABORT chunk is sent to the peer of an association to close the
associ ation. The ABORT chunk may contain Cause Paraneters to inform
the receiver the reason of the abort. DATA chunks MJST NOT be
bundl ed with ABORT. Control chunks (except for INIT, INNT ACK and
SHUTDOWN COVPLETE) MAY be bundl ed with an ABORT but they MJST be

pl aced before the ABORT in the SCTP packet, or they will be ignored
by the receiver.

I f an endpoint receives an ABORT with a format error or for an
association that doesn’t exist, it MJUST silently discard it.
Mor eover, under any circunstances, an endpoint that receives an ABORT
MUST NOT respond to that ABORT by sending an ABORT of its own.
0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type = 6 | Reserved | T Length
B Lt r s i i i o o T s ks S R S
\ \
/ zero or nore Error Causes /
\ \
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
Chunk Flags: 8 bits
Reserved: 7 bits
Set to 0 on transnit and ignored on receipt.
Thbit: 1 bit

The T bit is set to 0 if the sender had a TCB that it destroyed.
If the sender did not have a TCB it should set this bit to 1

Note: Special rules apply to this chunk for verification, please see
Section 8.5.1 for details.

Length: 16 bits (unsigned integer)

Set to the size of the chunk in bytes, including the chunk header
and all the Error Cause fields present.

See Section 3.3.10 for Error Cause definitions.

Stewart, et al. St andards Track [ Page 39]



RFC 2960 Stream Control Transm ssion Protocol Cct ober 2000

3. 3.8 Shutdown Association (SHUTDOMN) (7):

An endpoint in an association MJST use this chunk to initiate a
graceful close of the association with its peer. This chunk has the
foll owi ng format.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR

| Type = 7 | Chunk Flags | Length = 8

B T e o i S I i i S S N iy St S I S S
| Cunul ati ve TSN Ack

e e i i e T S i S e e e R

Chunk Flags: 8 bits

Set to zero on transmt and ignored on receipt.
Length: 16 bits (unsigned integer)

Indicates the length of the paraneter. Set to 8.
Cumul ative TSN Ack: 32 bits (unsigned integer)

This paranmeter contains the TSN of the last chunk received in
sequence before any gaps.

Note: Since the SHUTDOMN nessage does not contain Gap Ack Bl ocks,
it cannot be used to acknowl edge TSNs received out of order. 1In a
SACK, lack of Gap Ack Bl ocks that were previously included

i ndi cates that the data receiver reneged on the associ ated DATA
chunks. Since SHUTDOWN does not contain Gap Ack Bl ocks, the

recei ver of the SHUTDOWN shouldn’'t interpret the lack of a Gap Ack
Bl ock as a renege. (see Section 6.2 for information on reneging)

3. 3.9 Shutdown Acknow edgenent (SHUTDOWN ACK) (8):

This chunk MUST be used to acknow edge the recei pt of the SHUTDOMWN
chunk at the conpletion of the shutdown process, see Section 9.2 for
details.

The SHUTDOWN ACK chunk has no paraneters.

0 1 2 3

01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S
| Type = 8 | Chunk FI ags | Length = 4 |
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
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Chunk Flags: 8 bits
Set to zero on transnmit and ignored on receipt.
3.3.10 Operation Error (ERROR) (9):

An endpoi nt sends this chunk to its peer endpoint to notify it of

certain error conditions. It contains one or nore error causes. An
OQperation Error is not considered fatal in and of itself, but nmay be
used with an ABORT chunk to report a fatal condition. It has the

foll owi ng paraneters:

0 1 2 3
01234567890123456789012345678901
R R R R e e s o S e R S S S S S S e e e e e
| Type = 9 | Chunk Flags | Length |
B T e o i S I i i S S N iy St S I S S
\ \
/ one or nore Error Causes /
\ \
R R R R e e s o S e R S S S S S S e e e e e
Chunk Flags: 8 bits

Set to zero on transnmit and i gnored on receipt.
Length: 16 bits (unsigned integer)

Set to the size of the chunk in bytes, including the chunk header
and all the Error Cause fields present.

Error causes are defined as variable-length parameters using the
format described in 3.2.1, i.e.:

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Cause Code | Cause Length |
i S i i o e e e e e E et e S s o R R S
/ Cause-specific Information /

\ \

B ok T S S S e it S R R et et TEIE SRR SR S S S S S s i e o =
Cause Code: 16 bits (unsigned integer)

Defines the type of error conditions being reported.
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Cause Code
Val ue Cause Code
1 Invalid Stream Identifier
2 M ssi ng Mandatory Paraneter
3 Stal e Cookie Error
4 Qut of Resource
5 Unr esol vabl e Address
6 Unr ecogni zed Chunk Type
7 I nvalid Mandatory Paraneter
8 Unr ecogni zed Paraneters
9 No User Data
10 Cooki e Recei ved Whil e Shutting Down

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes, including the Cause
Code, Cause Length, and Cause-Specific Information fields

Cause-specific Information: variable |length
This field carries the details of the error condition
Sections 3.3.10.1 - 3.3.10.10 define error causes for SCTP.
Cui delines for the |ETF to define new error cause val ues are
di scussed in Section 13. 3.
3.3.10.1 Invalid Streamldentifier (1)
Cause of error

Invalid Stream ldentifier: Indicates endpoint received a DATA chunk
sent to a nonexistent stream

B S S T o S S