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Abstract

This meno specifies the Logging interface between a downstream
Content Distribution Network (dCDN) and an upstream CDN (uCDN) that
are interconnected as per the CDN Interconnection (CDNI) frameworKk.
First, it describes a reference nodel for CDNI |ogging. Then, it
specifies the CDNI Logging File format and the actual protocol for
exchange of CDNI Logging Files.
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This meno specifies the CODNI Logging interface between a downstream

CDN (dCDN) and an upstream CDN (uCDN). First, it describes a
reference nodel for CDNI |logging. Then, it specifies the CDN
Logging File format and the actual protocol for exchange of CDN
Loggi ng Files.

The reader should be famliar with the foll ow ng docunents:

0 CDN problemstatenent [RFC6707] and franmework [RFC7336], which

identify a Logging interface,

0 Section 8 of [RFCr337], which specifies a set of requirenents for

Loggi ng,

o0 [RFC6770] outlines real world use cases for interconnecting CDNs.

These use cases require the exchange of Loggi ng i nfornmation
bet ween the dCDN and the uCDN
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1

As stated in [RFC6707], "the CDNI Logging interface enables details
of content distribution and delivery activities to be exchanged
bet ween i nterconnected CDNs."

The present docunent descri bes:

o The CDNI Loggi ng reference nodel (Section 2)

o The CDNI Logging File format (Section 3)

o The CDNI Logging File Exchange protocol (Section 4)
Ter m nol ogy

In this docunent, the first letter of each CDNl -specific termis
capitalized. W adopt the term nol ogy described in [RFC6707] and
[ RFC7336], and extend it with the additional terns defined bel ow

Intra- CDN Loggi ng information: Logging information generated and
collected within a CON. The format of the Intra-CDN Loggi ng
information may be different fromthe format of the CDNI Loggi ng
i nformati on.

CDNI Logging information: Logging infornmation exchanged across CDNs
using the CDNI Logging interface.

Loggi ng i nformation: Logging information generated and col | ect ed
within a CDN or obtained from another CDN using the CDNl Loggi ng
i nterface.

CDNI Logging Field: An atonmic elenent of information that can be
included in a CDNI Logging Record. The time an event/task started,
the | P address of an end user to whom content was delivered, and the
Uni form Resource ldentifier (URI) of the content delivered, are
exanpl es of CDNI Logging fields.

CDNI Loggi ng Record: An information record providing information
about a specific event. This conprises a collection of CDNI Loggi ng
fields.

CDNI Logging File: A file containing CONI Loggi ng Records, as well as
additional information facilitating the processing of the CDN
Loggi ng Records.

CDN Reporting: The process of providing the relevant information that
will be used to create a formatted content delivery report provided
to the Content Service Provider (CSP) in deferred tinme. Such
information typically includes aggregated data that can cover a | arge
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1

2.

2.

period of tine (e.g., fromhours to several nonths). Uses of
reporting include the collection of charging data related to CDN
services and the conputation of Key Performance |ndicators (KPIs).

CDN Monitoring: The process of providing or displaying content
delivery information in a tinely fashion with respect to the
correspondi ng deliveries. Mnitoring typically includes visibility
of the deliveries in progress for service operation purposes. |t
presents a view of the global health of the services as well as

i nformati on on usage and performance, for network services

supervi sion and operation managenment. In particular, nonitoring data
can be used to generate al arns.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119 [ RFC2119].

CDNI Loggi ng Reference Mde
1. CDN Logging Interactions

The CDNI | ogging reference nodel between a given uCDN and a given
dCDN i nvol ves the follow ng interactions:

0 custom zation by the uCDN of the CDNI Logging information to be
provided by the dCDN to the uCDN (e.g., control of which CDN
Logging fields are to be conmmunicated to the uCDN for a given task
perfornmed by the dCDN or control of which types of events are to
be | ogged). The dCDN takes into account this CDNl Loggi ng
customi zation information to deternine what Logging information to
provide to the uCDN, but it nmay, or nmay not, take into account
this CDNI Loggi ng custom zation information to influence what CDN
Logging information is to be generated and collected within the
dCDN (e.g., even if the uCDN requests a restricted subset of the
Logging information, the dCDN may el ect to generate a broader set
of Logging information). The nechanismto support the
custom zati on by the uCDN of CDNI Logging information is outside
the scope of this docunent and is left for further study. Unti
such a nechanismis available, the uCDN and dCDN are expected to
agree off-line on what exact set of CDNI Logging infornmation is to
be provided by the dCDN to the uCDN, and to rely on nanagenent -
pl ane actions to configure the CDNI Logging functions in the dCDN
to generate this information set and in the uCDN to expect this
i nformation set.
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0 generation and collection by the dCDN of the intra-CDN Loggi ng
information related to the conpletion of any task perfornmed by the
dCDN on behalf of the uCDN (e.g., delivery of the content to an
end user) or related to events happening in the dCDN that are
rel evant to the uCDN (e.g., failures or unavailability in dCDN).
This takes place within the dCDN and does not directly involve
CDNI interfaces.

0 communi cation by the dCDN to the uCDN of the Logging information
collected by the dCDN relevant to the uCDN. This is supported by
the CDNI Logging interface and is in the scope of the present
docunent. For exanple, the uCDN nay use this Logging infornation
to charge the CSP, to performanalytics and nonitoring for
operational reasons, to provide analytics and nonitoring views on
its content delivery to the CSP, or to performtroubl eshooti ng.
Thi s docunent exclusively specifies non-real-time exchange of
Logging information. Closer to real-tine exchange of Loggi ng
i nformati on (say sub-m nute or sub-second) is outside the scope of
the present docunent and is left for further study. This docunent
excl usively specifies exchange of Logging information related to
content delivery. Exchange of Logging information related to
operational events (e.g., dCDN request routing function
unavail abl e and content acquisition failure by dCDN) for audit or
operational reactive adjustnents by uCDN is outside the scope of
the present docunent and is left for further study.

0 customi zation by the dCDN of the CDNI Loggi ng i nformation to be
provi ded by the uCDN on behalf of the dCDN. The nechanismto
support the custom zation by the dCDN of CDN Loggi ng information
is outside the scope of this docunent and is left for further
st udy.

0 generation and collection by the uCDN of I|ntra-CDN Loggi ng
information related to the conpletion of any task performed by the
UCDN on behal f of the dCDN (e.g., serving of content by uCDN to
dCDN for acquisition purposes by dCDN) or related to events
happening in the uCDN that are relevant to the dCDN. This takes
place within the uCDN and does not directly involve CDN
i nterfaces.

0 communication by the uCDN to the dCDN of the Logging information
collected by the uCDN relevant to the dCDN. For exanple, the dCDN
m ght potentially benefit fromthis information for security
auditing or content acquisition troubleshooting. This is outside
the scope of this docunent and is left for further study.
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Figure 1 provides an exanple of CDNI Logging interactions (focusing
only on the interactions that are in the scope of this docunent) in a
particul ar scenario where four CDNs are involved in the delivery of
content froma given CSP: the uCDN has a CDNl interconnection wth
dCDN-1 and dCDN-2. In turn, dCDN-2 has a CDNI interconnection with
dCDN-3, where dCDN-2 is acting as an upstream CDN rel ative to dCDN 3.
In this exanple, uCDN, dCDN-1, dCDN-2, and dCDN-3 all participate in
the delivery of content for the CSP. In this exanple, the CDN
Loggi ng interface enables the uCDN to obtain Logging information from
all the dCDNs involved in the delivery. 1In the exanple, the uCDN
uses the Logging information:

o0 to analyze the performance of the delivery perfornmed by the dCDNs
and to adjust its operations after the fact (e.g., request
routing) as appropriate.

0 to provide (non-real-tine) reporting and nonitoring information to
t he CSP.

For instance, the uCDN nerges Logging information, extracts rel evant
KPl's, and presents a fornmatted report to the CSP, in addition to a
bill for the content delivered by uCDN itself or by its dCDNs on the
CSP's behal f. The uCDN may al so provide Logging information as raw
log files to the CSP, so that the CSP can use its own | ogging

anal ysis tools.
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Figure 1: Interactions in the CDNI Loggi ng Reference Mde

A downstream CDN rel ative to uCDN (e.g., dCDN-2) integrates the

rel evant Logging information obtained fromits own downstream CDNs
(i.e., dCDN-3) in the Logging information that it provides to the
UCDN, so that the uCDN ultinmately obtains all Logging information
relevant to a CSP for which it acts as the authoritative CDN. Such
aggregation is further discussed in Section 3.7.

Note that the format of Logging information that a CDN provi des over
the CDNI interface might be different fromthe one that the CDN uses
internally. 1In this case, the CDN needs to reformat the Loggi ng

i nformati on before it provides this infornmation to the other CDN over
the CDNI Logging interface. Simlarly, a CDON night reformat the
Logging information that it receives over the CONl Logging interface
before injecting it into its | og-consum ng applications or before
provi ding sone of this Logging information to the CSP. Such
reformatting operations introduce latency in the logging distribution
chain and i ntroduce a processing burden. Therefore, there are
benefits in specifying CONI Logging formats that are suitable for use
inside CDNs and al so are close to the intra-CDN Logging formats
commonly used in CDNs today.
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2.2. Overall Logging Chain

This section discusses the overall [ogging chain within and across
CDNs to clarify how CDN Logging information is expected to fit in
this overall chain. Figure 2 illustrates the overall |ogging chain

within the dCDN, across CDNs using the CDNI Logging interface, and
within the uCDN. Note that the logging chain illustrated in the
figure is obviously only an exanple and varies depending on the
specific environments. For exanple, there nay be nore or fewer
instanti ati ons of each entity (e.g., there may be 4 | og-consuni ng
applications in a given CDN). As another exanple, there may be one
instance of a Rectification process per |og-consum ng application

i nstead of a shared one.
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Figure 2: CDNI Logging in the Overall Logging Chain

The foll owi ng subsections describe each of the processes potentially
i nvol ved in the | ogging chain of Figure 2.

.2.1. Logging Ceneration and During- Generation Aggregation

CDNs typically generate Logging information for all significant task
conpl etions, events, and failures. Logging information is typically
generated by many devices in the CDN including the surrogates, the
request routing system and the control system
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The amount of Logging infornmation generated can be huge. Therefore,
during contract negotiations, interconnected CDNs often agree on a
retention duration for Logging information, and/or potentially on a
maxi mum vol une of Logging information that the dCDN ought to keep

If this volunme is exceeded, the dCDN is expected to alert the uCDN
but may not keep nore Logging information for the considered tine
period. |In addition, CDNs nmay aggregate Loggi ng information and
transmt only sumrmaries for some categories of operations instead of
the full Logging information. Note that such aggregation |eads to an
i nformation | oss, which may be problematic for sone usages of the
Logging information (e.g., debugging).

[ RFC6983] discusses |logging for HTTP Adaptive Streaming (HAS). In
accordance with the recommendations articulated there, it is expected
that a surrogate will generate separate Logging information for
delivery of each chunk of HAS content. This ensures that separate
Loggi ng i nformation can then be provided to interconnected CDNs over
the CDNI Logging interface. Still in line with the recommendations
of [RFC6983], the Logging information for per-chunk delivery may

i nclude sonme information (a Content Collection IDentifier and a
Session IDentifier) intended to facilitate subsequent post-generation
aggregation of per-chunk logs into per-session logs. Note that a CDN
may al so elect to generate aggregate per-session | ogs when perfornng
HAS delivery, but this needs to be in addition to, and not instead
of, the per-chunk delivery logs. W note that aggregate per-session
logs for HAS delivery are for further study and are outside the scope
of this docunent.

2.2.2. Logging Collection

This is the process that continuously collects Logging information
generated by the | og-generating entities within a CDN

In a CONI environment, in addition to collecting Logging information
fromlog-generating entities within the local CDN, the Collection
process al so collects Logging information provided by anot her CDN, or
other CDNs, through the CDNI Logging interface. This is illustrated
in Figure 2 where we see that the Collection process of the uCDN
collects Logging information froml og-generating entities within the
UCDN as well as Logging information com ng fromthe dCDNs through the
CDNI Logging interface.

2.2.3. Logging Filtering
A CDN may be required to only present different subsets of the whole

Logging i nformation collected to various |og-consuning applications.
This is achieved by the Filtering process.
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In particular, the Filtering process can also filter the right subset
of Logging information that needs to be provided to a given

i nterconnected CDN. For exanple, the filtering process in the dCDN
can be used to ensure that only the Logging information related to
tasks performed on behal f of a given uCDN are nade avail able to that
UCDN (thereby filtering out all the Logging information related to
deliveries by the dCDN of content for its ow CSPs). Sinmilarly, the
Filtering process may filter or partially mask sone fields, for
exanpl e, to protect end-users’ privacy when conmuni cati ng CDN
Logging information to another CDN. Filtering of Logging information
prior to comunication of this information to other CDNs via the CDN
Logging interface requires that the downstream CDN can recogni ze the
subset of Logging information that relates to each interconnected
CDN.

The CDN will also filter sone internal scope information such as
information related to its internal alarnms (security, failures, |oad,
etc.).

In sone use cases described in [ RFC6770], the interconnected CDNs do
not want to disclose details on their internal topology. The
filtering process can then also filter confidential data on the

dCDNs’ topol ogy (nunber of servers, location, etc.). In particular,

i nformati on about the requests served by each Surrogate may be
confidential. Therefore, the Logging information needs to be
protected so that data such as the Surrogates’ hostnanmes are not
disclosed to the uCDN. In the "Inter-Affiliates |Interconnection" use

case, this information may be disclosed to the uCDN because both the
dCDN and the uCDN are operated by entities of the sanme group.

2.2.4. Logging Rectification and Post-CGeneration Aggregation

If Logging information is generated periodically, it is inportant
that the sessions that start in one Logging period and end in another
are correctly reported. |If they are reported in the starting peri od,
then the Logging information of this period will be available only
after the end of the session, which delays the Logging information
generation. A sinple approach is to provide the conpl ete Loggi ng
Record for a session in the Logging Period of the session end.

A Logging rectification/update mechani smcould be useful to reach a
good trade-off between the Logging information generation delay and
the Loggi ng i nformati on accuracy.

In the presence of HAS, sone |og-consuning applications can benefit
from aggregate per-session logs. For exanple, for analytics, per-
session logs all ow display of session-related trends, which are nuch
nore neani ngful for sonme types of analysis than chunk-rel ated trends.
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In the case where aggregate | ogs have been generated directly by the
| og-generating entities, those can be used by the applications. In
the case where aggregate | ogs have not been generated, the
Rectification process can be extended with a Post-Generation
Aggregation process that generates per-session |ogs fromthe per-
chunk | ogs, possibly leveraging the information included in the per-
chunk | ogs for that purpose (Content Collection IDentifier and a
Session |IDentifier). However, in accordance with [RFC6983], this
docunment does not define the exchange of such aggregate |ogs on the
CDNI Logging interface. W note that this is for further study and
is outside the scope of this docunent.

2.2.5. Log-Consuning Applications
2.2.5.1. Miintenance and Debuggi ng

Logging information is useful to permt the detection (and limt the
risk) of content delivery failures. |In particular, Logging
information facilitates the detection of configuration issues.

To detect faults, Logging information needs to report the success and
failure of CDN-delivery operations. The uCDN can sumari ze such
information into KPls. For instance, Logging information needs to
all ow the conputation of the nunber of times, during a given tine
period, that content delivery related to a specific service succeeds
or fails.

Loggi ng i nformation enables the CDN providers to identify and

troubl eshoot performance degradations. |In particular, Logging

i nformati on enabl es tracking of traffic data (e.g., the anount of
traffic that has been forwarded by a dCDN on behal f of an uCDN over a
given period of tine), which is particularly useful for CDN and

net wor k pl anni ng operati ons.

Some of these mai ntenance and debuggi ng applications only require
aggregate Logging information highly conpatible with the use of
anonyni zati on of | P addresses (as supported by the present docunent
and specified in the definition of the c-groupid field in

Section 3.4.1). However, in sone situations, it may be useful, where
conmpatible with privacy protection, to access sone CDNl Loggi ng
Records containing full non-anonym zed | P addresses. This is allowed
in the definition of the c-groupid (in Section 3.4.1), with very
significant privacy protection lintations that are discussed in the
definition of the c-groupid field. For exanple, this may be usefu
for detailed fault tracking of a particular end-user content delivery
i ssue. Wiere there is a hard requirenment by uCDN or CSP to associate
a given end user to individual CDNI Loggi ng Records (e.g., to allow a
posteriori analysis of individual delivery, for exanple, in
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situations of perfornance-based penalties), instead of using
aggregates containing a single client as discussed in the c-groupid
field definition, an alternate approach is to ensure that a client
identifier is enbedded in the request fields that can be logged in a
CDNI Loggi ng Record (for exanple, by including the client identifier
in the URI query string or in an HTTP Header). That latter approach
offers two significant benefits: first, the aggregate inside the
c-groupid can contain nore than one client, thereby ensuring stronger
privacy protection; second, it allows a reliable identification of
the client while I P address does not in many situations (e.g., behind
NAT, where dynamic | P addresses are used and reused, etc.). However,
care SHOULD be taken so that the client identifiers exposed in other
fields of the CDNI Records cannot thenselves be |inked back to actua
users.

2.2.5.2. Accounting

Logging information is essential for accounting, to pernit inter-CDN
billing and CSP billing by uCDNs. For instance, Logging infornation
provi ded by dCDNs enables the uCDN to conmpute the total anount of
traffic delivered by every dCDN for a particul ar Content Provider, as
wel | as the associated bandwi dth usage (e.g., peak, 95th percentile),
and t he maxi mum nunber of simultaneous sessions over a given period
of tinme.

2.2.5.3. Analytics and Reporting

The goal s of analytics include gathering any relevant information in
order to be able to develop statistics on content downl oad, analyze
user behavior, and nonitor the perfornmance and quality of content
delivery. For instance, Logging infornation enables the CDN
providers to report on content consunption (e.g., delivered sessions
per content) in a specific geographic area.

The goal of reporting is to gather any relevant information to
noni tor the perfornmance and quality of content delivery, and all ow
detection of delivery issues. For instance, reporting could track
the average delivery throughput experienced by end users in a given
region for a specific CSP or content set over a period of tine.

2.2.5.4. Content Protection

The goal of content protection is to prevent and nonitor unauthorized
access, misuse, nodification, and denial of access to content. A set
of information is logged in a CDN for security purposes. In
particular, a record of access to content is usually collected to
permt the CSP to detect infringenents of content delivery policies
and ot her abnornmal end-user behavi ors.
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2.2.5.5. Notions Conmon to Multiple Log-Consuning Applications
2.2.5.5.1. Logging Information Views

Wthin a given | og-consum ng application, different views may be
provided to different users depending on privacy, business, and
scal ability constraints.

For exanple, an analytics tool run by the uCDN can provi de one view
to a uCDN operator that exploits all the Logging information
available to the uCDN, while the tool may provide a different viewto
each CSP exploiting only the Logging information related to the
content of the given CSP.

As anot her exanpl e, mai ntenance and debuggi ng tools rmay provide
different views to different CDN operators, based on their
operational role.

2.2.5.5.2. Key Performance Indicators (KPIs)

This section presents, for explanatory purposes, a non-exhaustive
list of Key Performance Indicators (KPIs) that can be extracted/
produced from | ogs.

Mul tipl e | og-consum ng applications, such as analytics, nonitoring,
and nai ntenance applications, often conpute and track such KPIs.

In a CDNI environnment, depending on the situation, these KPls may be
conmput ed by the uCDN or by the dCDN. But it is usually the uCDN that
conputes KPls, because the uCDN and dCDN nay have different
definitions of the KPls and the conputation of some KPls requires a
vision of all the deliveries performed by the uCDN and all its dCDNs.

Here is a list of inportant exanples of KPIs:

0 Nunber of delivery requests received fromend users in a given
regi on for each piece of content, during a given period of tine
(e.g., hour/day/week/ nmont h)

0o Percentage of delivery successes/failures anong the aforenentioned
requests

0 Nunber of failures listed by failure type (e.g., HTTP error code)
for requests received fromend users in a given region and for
each piece of content, during a given period of tine (e.g.
hour / day/ week/ mont h)
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0 Nunber and cause of prenmature delivery termnation for end users
in a given region and for each piece of content, during a given
period of tine (e.g., hour/day/week/ nonth)

o Maxi mrum and nmean nunber of sinmultaneous sessions established by
end users in a given region, for a given Content Provider, and
during a given period of tine (e.g., hour/day/week/ nonth)

o Volune of traffic delivered for sessions established by end users
in a given region, for a given Content Provider, and during a
given period of time (e.g., hour/day/week/ nonth)

o Maxi rum nean, and m ni nrum delivery throughput for sessions
established by end users in a given region, for a given Content
Provider, and during a given period of time (e.g., hour/day/ week/
nmont h)

0 Cache-hit and byte-hit ratios for requests received fromend users
in a given region for each piece of content, during a given period
of time (e.g., hour/day/week/ month)

o Top 10 nost popularly requested contents (during a given day/week/
nmont h)

o Terminal type (nobile, PC, Set-Top Box (STB), if this information
can be acquired fromthe browser type inferred fromthe User Agent
string, for exanple)

Addi tional KPIs can be computed from other sources of information
than the Logging information, for instance, data collected by a

content portal or by specific client-side application progranm ng
interfaces. Such KPIs are out of scope for the present docunent.

The KPIs used depend strongly on the considered | og-consuni ng
application -- the CDN operator may be interested in different
metrics than the CSP. In particular, CDN operators are often
interested in delivery and acquisition performance KPls, infornation
related to Surrogates’ performance, caching infornmation to evaluate
the cache-hit ratio, information about the delivered file size to
conmput e the volume of content delivered during peak hour, etc.

Sonme of the KPIs, for instance those providing an instantaneous
vision of the active sessions for a given CSP's content, are usefu
essentially if they are provided in a tinmely manner. By contrast,
sonme other KPlIs, such as those averaged over a long period of tine,
can be provided in non-real -tine.
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3. CDN Logging File

3.1. Rules
This specification uses the Augnented Backus- Naur Form ( ABNF)
notation and core rules of [RFC5234]. In particular, the present
docunent uses the follow ng rules from[RFC5234]:

CR = %O0D ; carriage return

ALPHA = %41-5A /| %&61-7A ; A-Z /| a-z
DAT = %30-39 ; 0-9
DQUOTE = %22 ; " (Double Quote)

CRLF = CR LF ; Internet standard new ine

HEXDOG =D QdT/ "A"/ "B/ "C"/ "D" /[ "E" | "F"
HTAB = %09 ; horizontal tab

LF = %O0A ; linefeed

VCHAR

%21-7E ; visible (printing) characters

OCTET = %O00-FF ; 8 bits of data

The present docunent also uses the following rules from [ RFC3986]:
host = as specified in Section 3.2.2 of [RFC3986].
| Pvdaddress = as specified in Section 3.2.2 of [RFC3986].

| Pv6addr ess

as specified in Section 3.2.2 of [RFC3986].
partial-tine = as specified in Section 5.6 of [RFC3339].

The present docunment al so defines the followi ng additional rules:
ADDRESS = | Pv4address / | Pv6address
ALPHANUM = ALPHA / DIG T
DATE = 4DIGT "-" 2DG T "-" 2D T

; Dates are encoded as "full-date" specified in [ RFC3339].
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DEC = 1*DIGT ["." 1*DIAT]

NAVEFORMAT = ALPHANUM * ( ALPHANUM / " _" [ "-")
QSTRI NG = DQUOTE *( NDQUOTE / PCT- ENCODED) DQUOTE
NDQUOTE = 9%20-21 / %%23-24 | 9%26-7E / UTF8-2 / UTF8-3 / UTF8-4

; whereby a DQUOTE is conveyed inside a QSTRI NG unanbi guously
; by escaping it wth PCT- ENCODED

PCT- ENCODED = "% HEXDI G HEXDI G
; percent encoding is used for escaping 