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Abst r act

This meno defines an information nodel for the P Flow I nformation
export (IPFIX) protocol. It is used by the IPFIX protocol for
encodi ng neasured traffic information and information related to the
traffic Cbservation Point, the traffic Metering Process, and the
Exporting Process. Although devel oped for the | PFI X protocol, the
nodel is defined in an open way that easily allows using it in other
protocols, interfaces, and applications.
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1. Introduction

The IP Flow I nformati on eXport (I1PFIX) protocol serves for
transmitting information related to nmeasured IP traffic over the
Internet. The protocol specification in [ RFC5101] defines how
Information Elements are transnmitted. For Information Elenents, it
specifies the encoding of a set of basic data types. However, the
list of Information El enents that can be transnmitted by the protocol
such as Flow attributes (source |P address, nunber of packets, etc.)
and information about the Metering and Exporting Process (packet
bservation Point, sanpling rate, Flow tinmeout interval, etc.), is
not specified in [ RFC5101].

Thi s docunent conplenents the | PFI X protocol specification by
providing the I PFI X information nodel. | PFI X-specific term nol ogy
used in this document is defined in Section 2 of [RFC5101]. As in

[ RFC5101], these | PFI X-specific terns have the first letter of a word
capitalized when used in this docunent.

The use of the term’information nodel’ is not fully in line with the
definition of this termin [ RFC3444]. The I PFI X informati on nodel
does not specify relationships between Information El ements, but al so
it does not specify a concrete encoding of Information El ements.

Besi des the encodi ng used by the | PFI X protocol, other encodings of

| PFI X I nformati on El enents can be applied, for exanple, XM.-based
encodi ngs.
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2.

2.

The main part of this docunment is Section 5, which defines the
(extensible) list of Information Elenents to be transmitted by the

| PFI X protocol. Section 2 defines a tenplate for specifying | PFIX
Information Elenments in Section 5. Section 3 defines the set of
abstract data types that are available for IPFI X Information

El ements. Section 6 discusses extensibility of the IPFI X infornation
nodel .

The main bodies of Sections 2, 3, and 5 were generated from XM
docunents. The XM.-based specification of tenplate, abstract data
types, and I PFI X Informati on El enents can be used for automatically
checki ng syntactical correctness of the specification of |IPFIX
Information Elements. It can further be used for generating |PFIX
protocol inplenmentation code that deals with processing | PFI X
Information El ements. Al so, code for applications that further
process traffic information transmtted via the | PFI X protocol can be
generated with the XM. specification of IPFI X Information El enents.

For that reason, the XM. docunent that served as a source for Section
5 and the XM. schema that served as source for Sections 2 and 3 are
attached to this docunent in Appendices A and B.

Note that although partially generated fromthe attached XM
docunents, the main body of this docunent is normative while the
appendi ces are infornational

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Properties of |PFI X Protocol Infornmation El enents
1. Information Elenents Specification Tenplate

Information in messages of the I PFI X protocol is nodeled in terns of
Information El ements of the IPFIX information nodel. |PFIX
Information El enents are specified in Section 5. For specifying
these Information Elenents, a tenplate is used that is described

bel ow.

Al'l Information El enents specified for the I PFI X protocol either in
this docunent or by any future extension MJST have the follow ng
properties defined:

nane - A uni que and neani ngful nane for the Infornmation El enment.

Quittek, et al. St andards Track [ Page 7]



RFC 5102 | PFI X I nformati on Mdel January 2008

elementld - A nuneric identifier of the Information Element. If this
identifier is used without an enterprise identifier (see [ RFC5101]
and enterpriseld below), then it is globally unique and the Iist
of allowed values is adm nistered by ANA. It is used for conpact
identification of an Information El enent when encodi ng Tenpl at es
in the protocol

description - The semantics of this Informati on El enent. Describes
how this Information Elenent is derived fromthe Flow or other
informati on avail able to the observer.

dat aType - One of the types listed in Section 3.1 of this docunent or
in a future extension of the informati on nodel. The type space
for attributes is constrained to facilitate inplenentation. The
exi sting type space does however enconpass nobst basic types used
i n modern programm ng | anguages, as well as sone derived types
(such as ipv4Address) that are common to this domain and useful to
di stingui sh.

status - The status of the specification of this Information El enent.
Al'l oned values are 'current’, 'deprecated , and ’'obsol ete’

Enterprise-specific Information El ements MJST have the foll ow ng
property defi ned:

enterpriseld - Enterprises may wish to define Information El ements
wi thout registering themwith | ANA, for exanple, for
enterprise-internal purposes. For such Information El enents, the
Information El enent identifier described above is not sufficient
when the Information Elenment is used outside the enterprise. |If
specifications of enterprise-specific Infornation Elenents are
made public and/or if enterprise-specific identifiers are used by
the | PFI X protocol outside the enterprise, then the
enterprise-specific identifier MIST be nmade gl obally uni que by
conmbining it with an enterprise identifier. Valid values for the
enterpriseld are defined by I ANA as Structure of Managenent
Information (SM) network nanagenent private enterprise codes.
They are defined at http://ww.iana.org/assignnments/enterprise-
numbers.

Al'l Information El enents specified for the I PFI X protocol either in
this docunent or by any future extension MAY have the foll ow ng
properties defined:

dat aTypeSemantics - The integral types may be qualified by additiona
semantic details. Valid values for the data type semantics are
specified in Section 3.2 of this docunent or in a future extension
of the infornation nodel
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units - If the Information Elenent is a neasure of sone kind, the
units identify what the neasure is.

range - Sone Information Elenents may only be able to take on a
restricted set of values that can be expressed as a range (e.g., O
through 511 inclusive). |If this is the case, the valid inclusive
range shoul d be specified.

reference - Identifies additional specifications that nore precisely
define this itemor provide additional context for its use.

2.2. Scope of Information El enents

By default, nost Information El enents have a scope specified in their
definitions.

o The Information El enents defined in Sections 5.2 and 5.3 have a
default of "a specific Metering Process" or of "a specific
Exporting Process", respectively.

o The Information El enents defined in Sections 5.4-5.11 have a scope
of "a specific Flow'.

Wthin Data Records defined by Option Tenplates, the |IPFI X protoco
allows further Iimting of the Informati on El enent scope. The new
scope is specified by one or nore scope fields and defined as the
conbi nation of all specified scope val ues; see Section 3.4.2.1 on

| PFI X scopes in [ RFC5101].

2.3. Naming Conventions for Infornation El enents
The foll owi ng nami ng conventions were used for nanming | nformation
El ements in this docunent. It is recomended that extensions of the
nodel use the same conventi ons.

o Nanes of Infornation Elenents should be descriptive.

o Names of Information Elements that are not enterprise-specific
MUST be unique within the | PFI X information nodel
Enterprise-specific Information El ements SHOULD be prefixed with a
vendor nane.

o0 Nanes of Infornmation Elenents start with non-capitalized letters
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3.

3.

3.

0 Conposed nanes use capital letters for the first letter of each
conmponent (except for the first one). Al other letters are
non-capitalized, even for acronyns. Exceptions are nade for
acronyns containing non-capitalized letter, such as 'IPv4’ and
"I Pv6’. Exanpl es are sourceMacAddress and desti nati onl Pv4Address.

o M ddl eboxes [ RFC3234] nay change Fl ow properties, such as the
Differentiated Service Code Point (DSCP) value or the source IP
address. If an | PFI X Cbservation Point is |located in the path of
a Flow before one or nore mniddl eboxes that potentially nodify
packets of the Flow, then it may be desirable to also report Fl ow
properties after the nodification perforned by the m ddl eboxes.

An exanpl e is an Qbservation Point before a packet marker changi ng
a packet’s I Pv4 Type of Service (TOS) field that is encoded in

I nformation El ement classOf Servicel Pv4. Then the val ue observed
and reported by Information El ement classOfServicelPv4d is valid at
the Qbservation Point, but not after the packet passed the packet
mar ker. For reporting the change value of the TOS field, the

| PFI X information nodel uses Information El enents that have a nane
prefix "post", for exanple, "postd assCOf Servicel Pv4". |Information
El ements with prefix "post" report on Flow properties that are not
necessarily observed at the Cbservation Point, but which are
obtained within the Flow s Cbservati on Domai n by ot her neans
considered to be sufficiently reliable, for exanple, by analyzing
t he packet narker’s narking tables.

Type Space

This section describes the abstract data types that can be used for
the specification of IPFIX Information El enments in Section 4.
Section 3.1 describes the set of abstract data types.

Abstract data types unsigned8, unsignedl6, unsigned32, unsigned64,

si gned8, signedl6, signed32, and signed64 are integral data types.

As described in Section 3.2, their data type semantics can be further
specified, for exanple, by 'total Counter’, ’'deltaCounter’
"identifier’, or 'flags’

1. Abstract Data Types

This section describes the set of valid abstract data types of the
I PFI X i nformati on nodel. Note that further abstract data types nay
be specified by future extensions of the IPFI X infornation nodel.

1.1. unsigned8

The type "unsi gned8" represents a non-negative integer value in the
range of 0 to 255.
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3.1.2. unsignedl6

The type "unsignedl6" represents a non-negative integer value in the
range of 0 to 65535.

3.1.3. unsigned32

The type "unsigned32" represents a non-negative integer value in the
range of 0 to 4294967295.

3.1.4. unsigned64

The type "unsi gned64" represents a non-negative integer value in the
range of 0 to 18446744073709551615.

3.1.5. signed8

The type "signed8" represents an integer value in the range of -128
to 127.

3.1.6. signedl6

The type "signedl6" represents an integer value in the range of
-32768 to 32767.

3.1.7. signed32

The type "signed32" represents an integer value in the range of
-2147483648 to 2147483647.

3.1.8. signhed64

The type "signed64" represents an integer value in the range of
-9223372036854775808 to0 9223372036854775807.

3.1.9. float32

The type "fl oat 32" corresponds to an | EEE single-precision 32-bit
floating point type as defined in [|EEE. 754.1985].

3.1.10. float64

The type "float 64" corresponds to an | EEE doubl e-preci sion 64-bit
floating point type as defined in [|EEE. 754.1985].
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3.1.11. bool ean

The type "bool ean" represents a binary value. The only allowed
val ues are "true" and "fal se"

3.1.12. nacAddress

The type "nmacAddress" represents a string of 6 octets.
3.1.13. octetArray

The type "octetArray" represents a finite-length string of octets.
3.1.14. string

The type "string" represents a finite-length string of valid
characters fromthe Unicode character encoding set [ISO 10646-
1.1993]. Unicode allows for ASCII [1SO 646.1991] and nany ot her
international character sets to be used

3.1.15. dateTi nreSeconds

The type "dat eTi neSeconds"” represents a tine value in units of
seconds based on coordinated universal time (UTC). The choice of an
epoch, for exanple, 00:00 UTC, January 1, 1970, is left to
correspondi ng encodi ng specifications for this type, for exanple, the
| PFI X protocol specification. Leap seconds are excluded. Note that
transformati on of val ues m ght be required between different
encodings if different epoch val ues are used.

3.1.16. dateTineMII|iseconds

The type "dateTineM I liseconds" represents a time value in units of

m | 1iseconds based on coordi nated universal tine (UTC). The choice
of an epoch, for exanple, 00:00 UTC, January 1, 1970, is left to
correspondi ng encodi ng specifications for this type, for exanple, the
| PFI X protocol specification. Leap seconds are excluded. Note that
transformati on of val ues m ght be required between different
encodings if different epoch val ues are used.

3.1.17. dateTi mreM croseconds
The type "dat eTi neM croseconds" represents a time value in units of

m cr oseconds based on coordi nated universal tine (UTC). The choice
of an epoch, for exanple, 00:00 UTC, January 1, 1970, is left to

Quittek, et al. St andards Track [ Page 12]



RFC 5102 | PFI X I nformati on Mdel January 2008

correspondi ng encodi ng specifications for this type, for exanple, the
| PFI X protocol specification. Leap seconds are excluded. Note that
transformati on of values might be required between different
encodings if different epoch val ues are used.

3.1.18. dateTi neNanoseconds

The type "dat eTi neNanoseconds" represents a tinme value in units of
nanoseconds based on coordi nated universal time (UTC). The choice of
an epoch, for exanple, 00:00 UTC, January 1, 1970, is left to
correspondi ng encodi ng specifications for this type, for exanple, the
| PFI X protocol specification. Leap seconds are excluded. Note that
transformati on of val ues m ght be required between different
encodings if different epoch val ues are used.

3.1.19. ipv4Address

The type "ipv4Address" represents a value of an | Pv4 address.
3.1.20. ipv6Address

The type "ipv6Address" represents a value of an | Pv6 address.
3.2. Data Type Semantics

This section describes the set of valid data type semantics of the
I PFI X i nformati on nodel. Note that further data type semantics may
be specified by future extensions of the |IPFI X information nodel

3.2.1. quantity

A quantity value represents a discrete neasured val ue pertaining to
the record. This is distinguished fromcounters that represent an
ongoi ng neasured val ue whose "odoneter" reading is captured as part
of a given record. If no semantic qualifier is given, the
Information El enents that have an integral data type should behave as
a quantity.

3.2.2. total Counter

An integral value reporting the value of a counter. Counters are

unsi gned and wrap back to zero after reaching the linmt of the type.
For exanpl e, an unsigned64 with counter senmantics will continue to
increment until reaching the value of 2**64 - 1. At this point, the
next increment will wap its value to zero and continue counting from
zero. The semantics of a total counter is simlar to the semantics
of counters used in SNWP, such as Counter32 defined in RFC 2578

[ RFC2578]. The only difference between total counters and counters
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used in SNVWP is that the total counters have an initial value of O.
A total counter counts independently of the export of its val ue.

3.2.3. del taCounter

An integral value reporting the value of a counter. Counters are

unsi gned and wrap back to zero after reaching the linmt of the type.
For exanpl e, an unsigned64 with counter semantics will continue to
increment until reaching the value of 2**64 - 1. At this point, the
next increnent will wap its value to zero and conti nue counting from
zero. The semantics of a delta counter is simlar to the semantics
of counters used in SNWMP, such as Counter32 defined in RFC 2578

[ RFC2578]. The only difference between delta counters and counters
used in SNWP is that the delta counters have an initial value of O.

A delta counter is reset to O each tine its value is exported.

3.2.4. identifier

An integral value that serves as an identifier. Specifically,

mat henmati cal operations on two identifiers (aside fromthe equality
operation) are neaningless. For exanple, Autononpbus System|ID 1 *
Aut ononpbus System I D 2 i s meani ngl ess.

3.2.5. flags

An integral value that actually represents a set of bit fields.
Logi cal operations are appropriate on such val ues, but not other
mat hemati cal operations. Flags should always be of an unsigned type.

4, Information El enent Identifiers

Al Information El ements defined in Section 5 of this docunent or in
future extensions of the IPFI X informati on nodel have their
identifiers assigned by 1ANA. Their identifiers can be retrieved at
http://ww. i ana. org/ assi gnnent s/ i pfix.

The val ue of these identifiers is in the range of 1-32767. Wthin
this range, Information Element identifier values in the sub-range of
1-127 are conpatible with field types used by NetFl ow version 9

[ RFC3954] .
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o m e e e e e e e e e eme e o m e e e e e e e e e eme e +
| Range of | ANA-assigned | Description |
| Information Elenent identifiers | |
o m e e e e e e e e e e e e e e eaao - o m e e e e e e e e e e e e e e eaao - +
0 Reserved
1-127 Information Element identifiers

| |
| conpatible with NetFl ow version
| 9 field types [ RFC3954].

| Further Information El enent |
| identifiers. |

Enterprise-specific Information Elenment identifiers have the sane
range of 1-32767, but they are coupled with an additional enterprise
identifier. For enterprise-specific Information El ements,
Information Elenent identifier O is al so reserved.

Enterprise-specific Information Elenent identifiers can be chosen by
an enterprise arbitrarily within the range of 1-32767. The sane
identifier may be assigned by other enterprises for different

pur poses.

Still, Collecting Processes can distinguish these Information
El enents because the Information Elenent identifier is coupled with
an enterprise identifier.

Enterprise identifiers MIST be registered as SM netwrk nmanagenent
private enterprise code nunbers with 1ANA. The registry can be found
at http://ww.iana. org/assi gnments/enterprise-nunbers

The following list gives an overview of the Information El enent

identifiers that are specified in Section 5 and are conpatible with
field types used by NetFl ow version 9 [ RFC3954].

Quittek, et al. St andards Track [ Page 15]



RFC 5102 | PFI X I nformati on Mdel January 2008

oo e e e e e e e e eee s Fom e e o e e e e e e e oo +
| ID] Name | ID | Nare I
o m e e e e e e e e e e e oo Fom oo e o +

1 oct et Del t aCount 43 RESERVED

2 packet Del t aCount 44 sour cel Pv4Prefi x

3 RESERVED 45 destinati onl Pv4Prefi x

4 protocol I dentifier 46 npl sTopLabel Type

5 i pd assOf Servi ce 47 nmpl sTopLabel | Pv4Addr ess

6 tcpControl Bits 48-51 RESERVED

7 sour ceTr ansport Port 52 m ni mumrTL

8 sour cel Pv4Addr ess 53 maxi mumrTL

9 sour cel Pv4Prefi xLengt h 54 fragnmentldentification

10 i ngressinterface 55 post | pd assOf Servi ce

11 destinati onTransport Port 56 sour ceMacAddr ess

12 destinati onl Pv4Addr ess 57 | post Desti nat i onMacAddr ess

13 destinationl Pv4Prefi xLengt h 58 vl anl d

14 egressinterface 59 post VI anl d

15 i pNext Hopl Pv4Addr ess 60 i pVersion

16 bgpSour ceAsNunber 61 flowDirection

17 bgpDesti nati onAsNumber 62 i pNext Hopl Pv6Addr ess

18 bgpNext hopl Pv4Addr ess 63 bgpNext hopl Pv6Addr ess

19 post MCast Packet Del t aCount 64 i pv6EXt ensi onHeader s

20 | post MCast Cct et Del t aCount 65- 69 RESERVED

| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| 20 | |
| 21 | floweEndSysUpTine 70 | npl sTopLabel St ackSecti on
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| | |
| |
| |

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
post Cct et Del t aCount | 72
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
+

22 flowstart SysUpTi ne 71 npl sLabel St ackSecti on2

23 nmpl sLabel St ackSecti on3

24 post Packet Del t aCount 73 npl sLabel St ackSecti on4

25 m ni mum pTot al Lengt h 74 nmpl sLabel St ackSecti on5

26 maxi mum pTot al Lengt h 75 nmpl sLabel St ackSecti on6

27 sour cel Pv6Addr ess 76 npl sLabel St ackSecti on7

28 desti nati onl Pv6Addr ess 77 nmpl sLabel St ackSecti on8

29 | sourcel Pv6PrefixLength 78 npl sLabel St ackSecti on9

30 | destinationl Pv6PrefixLength 79 npl sLabel St ackSecti on10

31 fl owlLabel | Pv6 80 desti nat i onMacAddr ess

32 i cnpTypeCodel Pv4 81 post Sour ceMacAddr ess

33 | ignpType 82-84 RESERVED

34 RESERVED 85 oct et Tot al Count

35 RESERVED 86 packet Tot al Count

36 | flowActiveTi meout 87 RESERVED

37 fl ow dl eTi meout 88 fragment O f set

38 RESERVED 89 RESERVED

39 RESERVED 90 | npl sVpnRout eDi sti ngui sher

40 export edCct et Tot al Count 91-127 RESERVED

41 | exportedMessageTot al Count

42 | export edFl owRecor dTot al Count
B Fom e e e e e e e e e mea oo +
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The following list gives an overview of the Information El enent

identifiers that are specified in Section 5 and extends the |ist of

Information El ement identifiers specified already in [ RFC3954].

L o e e e e e e m e e e +
| 1D]| Nane

+--m - - T +
| 128 | bgpNext Adj acent AsNunber

| 129 | bgpPrevAdj acent AsNunber

| 130 | exporterl Pv4Address

| 131 | exporterl Pv6Address

| 132 | droppedCct et Del t aCount |
| 133 | droppedPacket Del t aCount

| 134 | droppedCctet Tot al Count

| 135 | droppedPacket Tot al Count

| 136 | fl owEndReason |
| 137 | conmonPropertiesld |
| 138 | observationPointld |
| 139 | icnpTypeCodel Pv6 |
| 140 | npl sTopLabel | Pv6Addr ess

| 141 | lineCardld |
| 142 | portld |
| 143 | neteringProcessld |
| 144 | exportingProcessld

| 145 | tenplateld |
| 146 | w anChannel I d |
| 147 | wanSSID

| 148 | flowd |
| 149 | observationDonmainld

| 150 | fl owsStart Seconds |
| 151 | fl owEndSeconds

| 152 | flowStartM I liseconds

| 153 | floweEndM I 1iseconds

| 154 | flowStartM croseconds

| 155 | fl owEndM croseconds

| 156 | fl owsStartNanoseconds |
| 157 | fl oweEndNanoseconds

| 158 | flowStartDeltaM croseconds

| 159 | flowkndDeltaM croseconds

| 160 | systemnitTinmeMIIliseconds

| 161 | flowburationMIliseconds

| 162 | flowburationM croseconds

| 163 | observedFl owTot al Count |
| 164 | ignoredPacket Tot al Count

| 165 | ignoredCctet Tot al Count

| 166 | not Sent FlI owTot al Count |
| 167 | not Sent Packet Tot al Count

| 168 | not Sent Cct et Tot al Count |

Quittek, et al
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desti nati onl Pv6Prefi x
sour cel Pv6Prefi x

post Cct et Tot al Count
post Packet Tot al Count
f I owKeyl ndi cat or

post MCast Packet Tot al Count
post MCast Cct et Tot al Count

i cmpTypel Pv4

i cnpCodel Pv4

i cnpTypel Pv6

i cnpCodel Pv6
udpSour cePor t
udpDesti nati onPort
t cpSour cePort

t cpDesti nati onPort
t cpSequenceNunber

t cpAcknowl edgenent Nunber

t cpW ndowSi ze

t cpUr gent Poi nt er

t cpHeader Lengt h

i pHeader Lengt h

t ot al Lengt hl Pv4

payl oadLengt hl Pv6

i pTTL

next Header | Pv6

npl sPayl oadLengt h

i pDi f f Ser vCodePoi nt

i pPrecedence
fragment Fl ags

oct et Del t aSuntTX Squar es
oct et Tot al Sunt¥ Squar es
npl sTopLabel TTL

nmpl sLabel St ackLengt h
nmpl sLabel St ackDept h
npl sTopLabel Exp

i pPayl oadLengt h
udpMessagelLengt h

i sMul ticast

i pv4l HL

i pv4Opti ons
tcpOptions

January 2008
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+--m - - T +--m - - T +
| ID| Nane | ID| Nane I
+-- - - - o e e e e e e e e +-- - - - o e e e e e e e e +
| 210 | paddi ngCctets | 218 | tcpSynTot al Count

| 211 | collectorl Pv4Address | 219 | tcpFinTotal Count |
| 212 | collectorl Pv6Address | 220 | tcpRstTotal Count |
| 213 | exportlnterface | 221 | tcpPshTot al Count |
| 214 | export Protocol Version | 222 | tcpAckTot al Count

| 215 | exportTransport Protocol | 223 | tcpUrgTot al Count |
| 216 | collectorTransportPort | 224 | ipTotal Length |
| 217 | exporterTransport Port | 237 | post Mpl sTopLabel Exp |
| | | 238 | tcpW ndowScal e |
+--m - - T +--m - - T +

5. Information El ements

This section describes the Information El enents of the | PFIX
i nformati on nodel. The elenents are grouped into 12 groups accordi ng
to their senmantics and their applicability:

Identifiers

Met eri ng and Exporting Process Configuration
Metering and Exporting Process Statistics
| P Header Fields

Transport Header Fields

Sub- | P Header Fields

Derived Packet Properties

M n/ Max Fl ow Properties

Fl ow Ti nest anps

10. Per-Fl ow Counters

11. M scel l aneous Fl ow Properties

12. Paddi ng

CoNorLNE

The Information El enents that are derived fromfields of packets or
from packet treatment, such as the Information Elenents in groups
4-7, can typically serve as Flow Keys used for mappi ng packets to
Fl ows.

If they do not serve as Flow Keys, their value may change from packet
to packet within a single Flow For Information El ements with val ues
that are derived fromfields of packets or from packet treatnent and
for which the value may change from packet to packet within a single
Flow, the IPFI X information nodel defines that their value is
determined by the first packet observed for the corresponding Fl ow,
unl ess the description of the Information Elenment explicitly
specifies a different semantics. This sinple rule allows witing al
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Information Elenents related to header fields once when the first

packet of the Flow is observed.

For further observed packets of the

same Flow, only Flow properties that depend on nore than one packet,

such as the Information Elenents in groups 8-11

Information El ements with a nane having the "post"
do not
actually observed at the Observation Point,
means w thin the Cbservation Donain.

exanpl e, "postd assOf Servi cel Pv4",

need to be updat ed.

prefix, for

January 2008

report properties that were

but retrieved by other

These Infornati on El enents can

be used if there are m ddl ebox functions within the Gbservation

Domai n changi ng Fl ow properties after packets passed the Cbservation

Poi nt .

Information Elenments in this section use the reference property to

reference [ RFCO768], [RFCO791], [RFC0792], [RFC0793], [RFC1108],
[RFC1112], [RFC1191], [RFC1323], [RFC1385], [RFC1812], [RFC1930],
[ RFC2113], [RFC2119], [RFC2460], [RFC2675], [RFC2863], [RFC3031],
[ RFC3032], [RFC3193], [RFC3234], [RFC3260], [RFC3270], [RFC3376],
[ RFC3954], [RFC4271], [RFC4291], [RFC4302], [RFC4303], [RFC4364],
[ RFC4382], [ RFC4443], [RFC4960], [RFC5036], [ EEE. 802-11.1999],

[ | EEE. 802- 1Q 2003],

5. 1. Identifiers

and [ | EEE. 802- 3. 2002] .

Information El ements grouped in the table below are identifying

components of the | PFI X architecture,
of them have an integra

| PFI X protocol. Al

of an | PFI X Devi ce,
abstract data type and

or of the

data type semantics "identifier" as described in Section 3.2.4.

Typical ly,
Informati on El enents. However,
used for limting scopes.

ot her

sonme of themare used for limting scopes of other
I nformation El ements MAY be
Note al so that al

I nformati on El enents

listed bel ow MAY be used for other purposes than limting scopes

L o e e e e e e m e e e L
| 1D]| Nane | 1D
Fommnn e Fommnn
| 141 | lineCardld | 148
| 142 | portld | 145
| 10 | ingressinterface | 149
| 14 | egressinterface | 138
| 143 | neteringProcesslid | 137
| 144 | exportingProcessld
N I T N I
Quittek, et al. St andards Track

___________________________ +
Nane
___________________________ +
flowd |
tenpl ateld |
observat i onDomai nl d |
observati onPointld |
comonPropertiesld |
___________________________ \
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5.1.1. lineCardld

Descri pti on:
An identifier of a line card that is unique per |IPFIX Device
hosting an Cbservation Point. Typically, this Information El enent
is used for limting the scope of other Infornation El enents.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El enent 1 d: 141

Status: current

5.1.2. portld

Descri pti on:
An identifier of a line port that is unique per |IPFIX Device
hosting an bservation Point. Typically, this Information El enent
is used for limting the scope of other Information El ements.

Abstract Data Type: unsigned32

Data Type Senantics: identifier

El enent | d: 142

Status: current

5.1.3. ingressinterface

Descri ption:
The index of the IP interface where packets of this Flow are being
received. The value matches the val ue of managed object ’iflndex’
as defined in RFC 2863. Note that iflndex val ues are not assigned
statically to an interface and that the interfaces may be
renunbered every tine the device' s managenent systemis
re-initialized, as specified in RFC 2863.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El ementd: 10

Status: current

Ref erence
See RFC 2863 for the definition of the iflndex object.
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5.1.4. egressinterface

Descri pti on:
The index of the IP interface where packets of this Flow are being
sent. The value matches the val ue of nmanaged object ’'iflndex as
defined in RFC 2863. Note that iflndex values are not assigned
statically to an interface and that the interfaces nay be
renunbered every tinme the device' s managenent systemis
re-initialized, as specified in RFC 2863.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El erentld: 14

Status: current

Ref erence

See RFC 2863 for the definition of the iflndex object.
5.1.5. nmeteringProcesslid

Descri ption:
An identifier of a Metering Process that is unique per |PFIX
Device. Typically, this Information Elenment is used for limting
the scope of other Information Elenments. Note that process
identifiers are typically assigned dynamically. The Metering
Process nay be re-started with a different 1D

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El enent | d: 143

Status: current

5.1.6. exportingProcessld

Descri pti on:
An identifier of an Exporting Process that is unique per |PFIX
Device. Typically, this Information Element is used for limting
the scope of other Information Elenments. Note that process
identifiers are typically assigned dynanmically. The Exporting
Process nay be re-started with a different 1D

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El ement 1 d: 144

Status: current
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5.1.7. flowd

Descri pti on:
An identifier of a Flow that is unique within an Cbservation
Domain.  This Information El enent can be used to distinguish
between different Flows if Flow Keys such as | P addresses and port
nunbers are not reported or are reported in separate records.

Abstract Data Type: unsigned64

Data Type Sermantics: identifier

El ement 1 d: 148

Status: current

5.1.8. tenmplateld

Descri pti on:
An identifier of a Tenplate that is locally unique within a
combi nation of a Transport session and an Cbservati on Donmai n.
Tenpl ate I Ds 0-255 are reserved for Tenplate Sets, Options
Tenpl ate Sets, and other reserved Sets yet to be created.
Tenpl ate I Ds of Data Sets are nunbered from 256 to 65535.
Typically, this Information Elenent is used for linmiting the scope
of other Information Elenments. Note that after a re-start of the
Exporting Process Tenplate identifiers nay be re-assigned.
Abstract Data Type: unsignedl6
Data Type Senantics: identifier
El enent | d: 145
Status: current

5.1.9. observati onDonainld

Descri ption:
An identifier of an Qbservation Domain that is locally unique to
an Exporting Process. The Exporting Process uses the Observation
Domain ID to uniquely identify to the Collecting Process the
bservation Domain where Flows were netered. It i s RECOMMENDED
that this identifier is also unique per |PFIX Device. A value of
0 indicates that no specific Cbservation Donmain is identified by
this Information Element. Typically, this Information Elenent is
used for linmting the scope of other Information El enents.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El ement 1 d: 149

Status: current
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5.1.10. observationPointld

Descri pti on:
An identifier of an Qbservation Point that is unique per
bservation Domain. It is RECOMWENDED that this identifier is
al so uni que per |PFIX Device. Typically, this Information El enent
is used for limting the scope of other Infornmation El enents.
Abstract Data Type: unsigned32
Data Type Sermantics: identifier
El ement 1 d: 138
Status: current

5.1.11. comonPropertiesld

Descri pti on:
An identifier of a set of common properties that is uni que per
bservation Domain and Transport Session. Typically, this
Information Elenment is used to link to information reported in
separate Data Records

Abstract Data Type: unsigned64

Data Type Semantics: identifier

El ement 1 d: 137

Status: current

5.2. Metering and Exporting Process Configuration
Information Elements in this section describe the configuration of

the Metering Process or the Exporting Process. The set of these
Information Elements is listed in the table bel ow

S e e e mmeeiieasceiaieaaeaaa S e e +
| D] Nane | 1D]| Nane
o - s o - N +
130 exporterl Pv4Addr ess 213 exportinterface
131 exporterl Pv6Address 214 export Prot ocol Version

col | ectorl Pv4Addr ess col | ect or Transport Port

| | | | |
| | | | |
| 217 | exporterTransport Port | 215 | exportTransport Protocol |
| | | | |
| | collectorl Pv6Address | | flowKeyl ndicat or |
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5.

5.

5.

2.1. exporterlPv4Address

Descri pti on:
The |1 Pv4 address used by the Exporting Process. This is used by
the Collector to identify the Exporter in cases where the identity
of the Exporter may have been obscured by the use of a proxy.

Abstract Data Type: ipv4Address

Data Type Semantics: identifier

El enentd: 130

Status: current

2.2. exporterl| Pv6Address

Descri pti on:
The |1 Pv6 address used by the Exporting Process. This is used by
the Collector to identify the Exporter in cases where the identity
of the Exporter may have been obscured by the use of a proxy.

Abstract Data Type: ipv6Address

Data Type Senantics: identifier

El enent|d: 131

Status: current

2.3. exporterTransportPort

Descri ption:
The source port identifier fromwhich the Exporting Process sends
Flow i nformation. For the transport protocols UDP, TCP, and SCTP,
this is the source port number. This field MAY al so be used for
future transport protocols that have 16-bit source port
identifiers. This field may be useful for distinguishing nultiple
Exporting Processes that use the same | P address.

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

El ement 1 d: 217

Status: current

Ref erence
See RFC 768 for the definition of the UDP source port field. See
RFC 793 for the definition of the TCP source port field. See RFC
4960 for the definition of SCTP. Additional information on
defined UDP and TCP port nunbers can be found at
http://ww. i ana. or g/ assi gnnment s/ port - nunber s
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5.2.4. collectorl Pv4Address

Descri pti on:
An | Pv4 address to which the Exporting Process sends Fl ow
i nformati on.

Abstract Data Type: ipv4Address

Data Type Senantics: identifier

El enent | d: 211

Status: current

5.2.5. collectorl Pv6Address

Descri ption:
An | Pv6 address to which the Exporting Process sends Fl ow
i nformati on.

Abstract Data Type: ipv6Address

Data Type Semantics: identifier

El ement | d: 212

Status: current

5.2.6. exportinterface

Descri ption:
The index of the interface fromwhich | PFl X Messages sent by the
Exporting Process to a Collector |eave the | PFl X Device. The
val ue natches the value of nanaged object 'iflndex' as defined in
RFC 2863. Note that iflndex values are not assigned statically to
an interface and that the interfaces may be renunbered every tine
the device’s managenent systemis re-initialized, as specified in
RFC 2863.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El enrent | d: 213

Status: current

Ref er ence
See RFC 2863 for the definition of the iflndex object.
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5.2.7. exportProtocol Version

Descri pti on:
The protocol version used by the Exporting Process for sending
Fl ow i nformati on. The protocol version is given by the val ue of
the Version Nunber field in the Message Header. The protoco
version is 10 for IPFIX and 9 for NetFl ow version 9. A value of 0
i ndi cates that no export protocol is in use.

Abstract Data Type: unsigned8

Data Type Semantics: identifier

El ementl d: 214

Status: current

Ref erence
See the | PFI X protocol specification [ RFC5101] for the definition
of the I PFI X Message Header.

See RFC 3954 for the definition of the NetFl ow version 9 nmessage
header .

5.2.8. exportTransport Protocol

Descri pti on:
The val ue of the protocol nunber used by the Exporting Process for
sending Flow i nformation. The protocol nunber identifies the IP

packet payload type. Protocol nunbers are defined in the | ANA
Prot ocol Nunbers registry.

In Internet Protocol version 4 (I1Pv4), this is carried in the

Protocol field. In Internet Protocol version 6 (IPv6), this is
carried in the Next Header field in the | ast extension header of
t he packet.

Abstract Data Type: unsigned8

Data Type Senantics: identifier

El enent | d: 215

Status: current

Ref er ence
See RFC 791 for the specification of the IPv4d protocol field. See
RFC 2460 for the specification of the IPv6 protocol field. See
the list of protocol numbers assigned by | ANA at
http://ww. i ana. or g/ assi gnnent s/ pr ot ocol - nunber s.
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5.2.9. collectorTransport Port

Descri pti on:
The destination port identifier to which the Exporting Process
sends Flow information. For the transport protocols UDP, TCP, and
SCTP, this is the destination port nunber. This field MAY al so be
used for future transport protocols that have 16-bit source port
i dentifiers.

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

El ementl d: 216

Status: current

Ref erence
See RFC 768 for the definition of the UDP destination port field.
See RFC 793 for the definition of the TCP destination port field.
See RFC 4960 for the definition of SCTP.
Addi tional information on defined UDP and TCP port nunbers can be
found at http://ww. iana. org/ assi gnnent s/ port-nunbers

5.2.10. fl owKeyl ndi cator

Descri ption:
This set of bit fields is used for marking the Information
El enents of a Data Record that serve as Flow Key. Each bit
represents an Information Elenent in the Data Record with the n-th
bit representing the n-th Information Element. A bit set to val ue
1 indicates that the corresponding Information Element is a Fl ow
Key of the reported Flow A bit set to value 0 indicates that
this is not the case.
If the Data Record contains nore than 64 Information Elenents, the
correspondi ng Tenpl ate SHOULD be desi gned such that all Fl ow Keys
are anong the first 64 Information El enents, because the
fl owKeyl ndi cator only contains 64 bits. |If the Data Record
contains less than 64 Information El ements, then the bits in the
fl owKeyl ndi cator for which no corresponding Information El emrent
exi sts MUST have the val ue 0.

Abstract Data Type: unsigned64

Data Type Semantics: flags

El enrentld: 173

Status: current
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5.

5.

3.

3.

Met eri ng and Exporting Process Statistics

Information Elenents in this section describe statistics of the
Metering Process and/or the Exporting Process. The set of these
Information Elements is listed in the tabl e bel ow

+--m - - T +--m - - o e e e e e e e oo +
| ID| Name | 1D]| Name I
+-- - - - o +-- - - - o +
| 41 | exportedMessageTot al Count | 165 | ignoredCctet Tot al Count

| 40 | exportedCctet Total Count | 166 | not Sent FlI owTot al Count

| 42 | exportedFl owRecordTot al Count| 167 | not Sent Packet Tot al Count

| 163 | observedFl owTot al Count | 168 | not Sent Cct et Tot al Count

| 164 | ignoredPacket Tot al Count | | |
+-- - - - o +-- - - - o +

1. exportedMessageTot al Count

Descri ption:
The total number of |PFI X Messages that the Exporting Process has
sent since the Exporting Process (re-)initialization to a
particul ar Collecting Process. The reported nunber excludes the
| PFI X Message that carries the counter value. |If this Information
El enent is sent to a particular Collecting Process, then by
default it specifies the nunber of |PFI X Messages sent to this
Col I ecting Process.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ementld: 41

Status: current

Units: nessages

5.3.2. exportedCctet Tot al Count

Descri ption:
The total nunber of octets that the Exporting Process has sent
since the Exporting Process (re-)initialization to a particular
Col l ecting Process. The value of this Information El enent is
cal cul ated by summi ng up the | PFl X Message Header |ength val ues of

all 1 PFI X Messages that were successfully sent to the Collecting
Process. The reported nunber excludes octets in the | PFl X Message
that carries the counter value. |If this Information Elenent is

sent to a particular Collecting Process, then by default it
specifies the nunmber of octets sent to this Collecting Process.
Abstract Data Type: unsigned64
Data Type Semantics: total Counter
El ement 1 d: 40
Status: current
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Units: octets
5.3.3. exportedFl owRecor dTot al Count

Descri ption:
The total nunber of Flow Records that the Exporting Process has
sent as Data Records since the Exporting Process
(re-)initialization to a particular Collecting Process. The
reported nunber excludes Flow Records in the | PFI X Message that
carries the counter value. |If this Information Elenent is sent to
a particular Collecting Process, then by default it specifies the
nunber of Flow Records sent to this process

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El enment | d: 42

Status: current

Units: flows

5.3.4. observedFl owTot al Count

Descri pti on:
The total nunber of Flows observed in the Cbservati on Domai n since

the Metering Process (re-)initialization for this Cbservation
Poi nt .

Abstract Data Type: unsigned64
Data Type Semantics: total Counter
El enrent 1 d: 163

Status: current

Units: flows

5.3.5. ignoredPacket Tot al Count

Descri pti on:
The total number of observed | P packets that the Metering Process

did not process since the (re-)initialization of the Metering
Process.

Abstract Data Type: unsigned64
Data Type Semantics: total Counter
El enentl d: 164

Status: current

Units: packets
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5.3.6. ignoredCct et Tot al Count

Descri pti on:

The total number of octets in observed IP packets (including the
| P header) that the Metering Process did not process since the
(re-)initialization of the Metering Process.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El enent 1 d: 165

Status: current

Units: octets

5.3. 7. not Sent Fl owTot al Count

Descri pti on:

The total nunmber of Flow Records that were generated by the
Met ering Process and dropped by the Metering Process or by the
Exporting Process instead of being sent to the Collecting Process.
There are several potential reasons for this including resource
shortage and special Flow export policies.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ement d: 166

Status: current

Units: flows

5.3.8. not Sent Packet Tot al Count

Descri ption:

The total nunber of packets in Flow Records that were generated by
the Metering Process and dropped by the Metering Process or by the
Exporting Process instead of being sent to the Collecting Process.
There are several potential reasons for this including resource
shortage and special Flow export policies.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El erent | d: 167

Status: current

Units: packets
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5.3.9. not Sent Cct et Tot al Count

Descri pti on:
The total number of octets in packets in Flow Records that were
generated by the Metering Process and dropped by the Metering
Process or by the Exporting Process instead of being sent to the
Col l ecting Process. There are several potential reasons for this
i ncludi ng resource shortage and special Flow export policies.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ementd: 168

Status: current

Units: octets

5.4. | P Header Fields
Information Elenments in this section indicate values of | P header

fields or are derived fromI|P header field values in conbination with
further information.

+-- - - - o m e e e e e e e e +-- - - - o m e e e e e e +
| D] Nane | D] Nane
L o e e e e e e e e e e e a o L T +
60 i pVersion 193 next Header | Pv6
8 sour cel Pv4Addr ess 195 i pDi ff ServCodePoi nt
27 sour cel Pv6Addr ess 196 i pPrecedence
9 sour cel Pv4Prefi xLengt h 5 i pd assOf Servi ce
29 sour cel Pv6Prefi xLengt h 55 post | pd assOf Servi ce
44 sour cel Pv4Prefix 31 fl owlLabel | Pv6
170 sour cel Pv6Prefi x 206 i sMul ticast

| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| 170 | | 206 | |
| 12 | destinationl Pv4Address | 54 | fragnentldentification

| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |

28 desti nati onl Pv6Addr ess 88 fragment O f set
13 destinationl Pv4Prefi xLength| 197 fragnment Fl ags
30 destinationl Pv6Prefi xLength| 189 i pHeader Lengt h
45 destinationl Pv4Prefix 207 i pv4l HL
169 destinationl Pv6Prefi x 190 t ot al Lengt hl Pv4
192 i pTTL 224 i pTotal Length
4 protocol I dentifier 191 payl oadLengt hl Pv6
S e e S e e e +

5.4.1. ipVersion

Descri ption:
The I P version field in the | P packet header
Abstract Data Type: unsigned8
Data Type Semantics: identifier
El ement 1 d: 60
Status: current
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Ref erence
See RFC 791 for the definition of the version field in the |IPv4d
packet header. See RFC 2460 for the definition of the version
field in the | Pv6 packet header. Additional information on
defined version nunbers can be found at
htt p: //wwv. i ana. or g/ assi gnnent s/ ver si on- nunbers.

5.4.2. sourcel Pv4Address

Descri ption:
The 1 Pv4 source address in the | P packet header
Abstract Data Type: ipv4Address
Data Type Senantics: identifier
El enrentld: 8
Status: current
Ref er ence
See RFC 791 for the definition of the | Pv4d source address field.

5.4.3. sourcel Pv6Addr ess

Descri pti on:
The 1 Pv6 source address in the | P packet header.

Abstract Data Type: ipv6Address

Data Type Senantics: identifier

El ement | d: 27

Status: current

Ref erence
See RFC 2460 for the definition of the Source Address field in the
| Pv6 header.

5.4.4. sourcel Pv4PrefixLength

Descri pti on:
The nunber of contiguous bits that are relevant in the
sourcel Pv4Prefix Information El ement.

Abstract Data Type: unsigned8

Elementid: 9

Status: current

Units: bits

Range: The valid range is 0-32.
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5. sourcel Pv6Prefi xLength

Descri pti on:

| PFI X | nformati on Model

The nunber of contiguous bits that are relevant in the

sour cel Pv6Prefix I nformati on
Abstract Data Type: unsigned8
El enentl d: 29
Status: current
Units: bits

Range: The valid range is 0-128.

6. sourcel Pv4Prefi x

Descri pti on:

| Pv4 source address prefix.
Abstract Data Type: ipv4Address
El ementld: 44
Status: current

7. sourcel Pv6Prefix

Descri ption:

| Pv6 source address prefix.
Abstract Data Type: ipv6Address
El ementld: 170
Status: current

8. destinationl Pv4Address

Descri ption:

The |1 Pv4 destination address
Abstract Data Type: ipv4Address
Data Type Semantics: identifier
El emrentld: 12
Status: current

El enent .

in the | P packet header.

January 2008

Ref er ence:
See RFC 791 for the definition of the | Pv4 destination address
field.

ttek, et al. St andards Track

[ Page 33]



RFC 5102 | PFI X I nformati on Mdel January 2008

5.4.9. destinationl Pv6Address

Descri pti on:
The 1 Pv6 destination address in the | P packet header.

Abstract Data Type: ipv6Address

Data Type Senantics: identifier

El erent | d: 28

Status: current

Ref er ence
See RFC 2460 for the definition of the Destination Address field
in the | Pv6 header.

5.4.10. destinationlPv4PrefixLength

Descri pti on:
The nunber of contiguous bits that are relevant in the
destinationl Pv4Prefix Information El ement.

Abstract Data Type: unsigned8

El ementd: 13

Status: current

Units: bits

Range: The valid range is 0-32.

5.4.11. destinationlPv6PrefixLength

Descri pti on:
The nunber of contiguous bits that are relevant in the
destinationl Pv6Prefix Information El enent.

Abstract Data Type: unsigned8

El ement 1 d: 30

Status: current

Units: bits

Range: The valid range is 0-128.

5.4.12. destinationl Pv4Prefix

Descri ption:
| Pv4 destination address prefix.
Abstract Data Type: ipv4Address
El emrent 1 d: 45
Status: current
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5.4.13. destinationl Pv6Prefix

Descri pti on:
| Pv6 destination address prefix.
Abstract Data Type: ipv6Address
El ementld: 169
Status: current

5.4.14. ipTTL

Descri ption:
For 1 Pv4, the value of the Informati on El enent matches the val ue
of the Tine to Live (TTL) field in the | Pv4 packet header. For
| Pv6, the value of the Information El enent matches the val ue of
the Hop Linmit field in the | Pv6 packet header

Abstract Data Type: unsigned8

El enentl d: 192

Status: current

Units: hops

Ref erence
See RFC 791 for the definition of the IPv4 Tine to Live field.
See RFC 2460 for the definition of the IPv6 Hop Limt field.

5.4.15. protocolldentifier
Descri pti on:

The val ue of the protocol number in the IP packet header. The
prot ocol nunber identifies the |IP packet payload type. Protoco

nunbers are defined in the | ANA Protocol Numbers registry. In
Internet Protocol version 4 (I1Pv4), this is carried in the
Protocol field. |In Internet Protocol version 6 (IPv6), this is
carried in the Next Header field in the |ast extension header of
t he packet.

Abstract Data Type: unsigned8

Data Type Semantics: identifier

Elemrentid: 4

Status: current

Ref erence
See RFC 791 for the specification of the IPv4d protocol field. See
RFC 2460 for the specification of the IPv6 protocol field. See
the list of protocol nunbers assigned by | ANA at
http://ww. i ana. or g/ assi gnnent s/ pr ot ocol - nunbers.
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5.4.16. next Header| Pv6

Descri pti on:
The val ue of the Next Header field of the | Pv6 header. The val ue
identifies the type of the follow ng | Pv6 extension header or of
the following IP payload. Valid values are defined in the | ANA
Prot ocol Nunbers registry.

Abstract Data Type: unsigned8

El enent 1 d: 193

Status: current

Ref er ence
See RFC 2460 for the definition of the | Pv6 Next Header field.
See the list of protocol nunbers assigned by | ANA at
http://ww. i ana. or g/ assi gnnent s/ pr ot ocol - nunber s.

5.4.17. ipDiff ServCodePoi nt

Descri ption:
The value of a Differentiated Services Code Point (DSCP) encoded
in the Differentiated Services field. The Differentiated Services
field spans the nost significant 6 bits of the IPv4 TCS field or
the 1Pv6 Traffic Class field, respectively.
This Information El ement encodes only the 6 bits of the

Differentiated Services field. Therefore, its value may range
fromO to 63.

Abstract Data Type: unsigned8

Data Type Semantics: identifier

El ementld: 195

Status: current

Range: The valid range is 0-63.

Ref er ence
See RFC 3260 for the definition of the Differentiated Services
field. See RFC 1812 (Section 5.3.2) and RFC 791 for the
definition of the IPv4 TOS field. See RFC 2460 for the definition
of the IPv6 Traffic Cass field.

5.4.18. ipPrecedence

Descri pti on:
The value of the |IP Precedence. The |IP Precedence value is
encoded in the first 3 bits of the IPv4 TGS field or the |Pv6
Traffic Cass field, respectively. This Information El enent

encodes only these 3 bits. Therefore, its value may range fromO
to 7.

Abstract Data Type: unsigned8
Data Type Semantics: identifier
El ementld: 196

Status: current
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Range: The valid range is 0-7.

Ref erence
See RFC 1812 (Section 5.3.3) and RFC 791 for the definition of the
| P Precedence. See RFC 1812 (Section 5.3.2) and RFC 791 for the
definition of the IPv4 TOS field. See RFC 2460 for the definition
of the IPv6 Traffic Class field.

5.4.19. ipCassO Service

Descri ption:
For |1 Pv4 packets, this is the value of the TOS field in the | Pv4
packet header. For |Pv6 packets, this is the value of the Traffic
Class field in the | Pv6 packet header

Abstract Data Type: unsigned8

Data Type Semantics: identifier

Elementld: 5

Status: current

Ref erence
See RFC 1812 (Section 5.3.2) and RFC 791 for the definition of the
I Pv4 TOS field. See RFC 2460 for the definition of the |Pv6e
Traffic Cass field.

5.4.20. postlpd assO Service

Descri ption:
The definition of this Information Elenment is identical to the
definition of Information Elenment 'ipCd assOf Service’', except that
it reports a potentially nodified value caused by a niddl ebox
function after the packet passed the Cbservation Point.

Abstract Data Type: unsigned8

Data Type Senantics: identifier

El enent | d: 55

Status: current

Ref er ence
See RFC 791 for the definition of the IPv4 TCS field. See RFC
2460 for the definition of the IPv6 Traffic Class field. See RFC
3234 for the definition of niddleboxes.
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5.4.21. flowLabel |l Pv6

Descri pti on:
The value of the I1Pv6 Flow Label field in the | P packet header.
Abstract Data Type: unsigned32
Data Type Senantics: identifier
El ementid: 31
Status: current
Ref erence
See RFC 2460 for the definition of the Flow Label field in the
| Pv6 packet header.

5.4.22. isMilticast

Descri pti on:
If the I P destination address is not a reserved nul ti cast address,
then the value of all bits of the octet (including the reserved
ones) is zero.
The first bit of this octet is set to 1 if the Version field of
the | P header has the value 4 and if the Destination Address field
contains a reserved nulticast address in the range from 224.0.0.0
to 239.255.255.255. Oherwise, this bit is set to 0. The second
and third bits of this octet are reserved for future use.
The renmaining bits of the octet are only set to values other than
zero if the |P Destination Address is a reserved |IPv6 multicast
address. Then the fourth bit of the octet is set to the val ue of
the T flag in the IPv6 nulticast address and the remaining four
bits are set to the value of the scope field in the IPv6 nulticast

addr ess.
0 1 2 3 4 5 6 7
Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo Hom oo +
| Mv4 | RES. | RES. | T | | Pv6 nulticast scope
[ [ [ [ [ [ [ [ +
Bit set to 1 if IPv4 nulticast

0
1-2: reserved for future use
Bit 4. set to value of T flag, if IPv6 nulticast

4-7: set to value of multicast scope if I Pv6 multicast

Abstract Data Type: unsigned8
Data Type Semantics: flags

El ement 1 d: 206

Status: current
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Ref erence:
See RFC 1112 for the specification of reserved | Pv4 multicast
addresses. See RFC 4291 for the specification of reserved |Pv6

mul ti cast addresses and the definition of the T flag and the | Pv6
mul ti cast scope.

5.4.23. fragnentldentification

Descri pti on:
The value of the Identification field in the | Pv4 packet header or
in the I Pv6 Fragment header, respectively. The value is O for
IPv6 if there is no fragnent header.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El enment | d: 54

Status: current

Ref er ence:
See RFC 791 for the definition of the IPv4 Identification field.

See RFC 2460 for the definition of the Identification field in the
| Pv6 Fragnment header.

5.4.24. fragment O f set

Descri ption:
The value of the IP fragnent offset field in the | Pv4 packet
header or the | Pv6 Fragnent header, respectively. The value is O
for IPv6 if there is no fragment header.

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

El erent | d: 88

Status: current

Ref erence:
See RFC 791 for the specification of the fragnent offset in the
| Pv4 header. See RFC 2460 for the specification of the fragnent
offset in the I Pv6 Fragment header.

5.4.25. fragnentFl ags

Descri pti on:

Fragnmentati on properties indicated by flags in the | Pv4d packet
header or the |IPv6 Fragnent header, respectively.

Bit O: (RS) Reserved.

The value of this bit MJST be 0 until specified
ot herw se.
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Bit 1: (DF) 0 = May Fragnent, 1 = Don’'t Fragnent.
Corresponds to the value of the DF flag in the
| Pv4 header. WII always be 0 for IPv6 unless
a "don’t fragment" feature is introduced to |IPv6

Bit 2: (MF) 0 = Last Fragnent, 1 = More Fragnents.
Corresponds to the MF flag in the | Pv4 header
or to the Mflag in the | Pv6 Fragnment header
respectively. The value is O for IPv6 if there
is no fragnent header.

Bits 3-7: (DC) Don’'t Care.
The val ues of these bits are irrel evant.

0 1 2 3 4 5 6 7
1 B S R S
| R| bl M| D| D| D| D| D
| SI FI F| C|] C| C| C| C|
R S

Abstract Data Type: unsigned8

Data Type Semantics: flags

El ement 1 d: 197

Status: current

Ref erence
See RFC 791 for the specification of the IPv4 fragment flags. See
RFC 2460 for the specification of the |Pv6 Fragnment header

5.4.26. ipHeaderLength

Descri ption:
The length of the I P header. For |IPv6, the value of this
Information El ement is 40.

Abstract Data Type: unsigned8

El ement 1 d: 189

Status: current

Units: octets

Ref erence
See RFC 791 for the specification of the I Pv4 header. See RFC
2460 for the specification of the | Pv6 header.

5.4.27. ipv4lH

Descri pti on:
The val ue of the Internet Header Length (IHL) field in the |Pv4
header. It specifies the Iength of the header in units of 4

octets. Please note that its unit is different fromnost of the
other Information Elenents reporting | ength val ues.
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Abstract Data Type: unsigned8
El enent | d: 207
Status: current
Units: 4 octets
Ref er ence
See RFC 791 for the specification of the |IPv4 header

5.4.28. total Lengthl Pv4

Descri ption:
The total length of the |IPv4 packet.
Abstract Data Type: unsignedl6
El ementld: 190
Status: current
Units: octets
Ref erence
See RFC 791 for the specification of the IPv4 total |ength.

5.4.29. ipTotal Length

Descri pti on:
The total length of the IP packet.

Abstract Data Type: unsigned64

El ementld: 224

Status: current

Units: octets

Ref erence
See RFC 791 for the specification of the IPv4 total length. See
RFC 2460 for the specification of the | Pv6 payload |length. See
RFC 2675 for the specification of the IPv6 junbo payload | ength

5.4.30. payl oadLengt hl Pv6

Descri ption:
This Information Element reports the value of the Payl oad Length
field in the IPv6 header. Note that |Pv6 extension headers bel ong
to the payload. Also note that in case of a junbo payl oad option
the val ue of the Payload Length field in the |1 Pv6 header is zero
and so will be the value reported by this Information El enment.

Abstract Data Type: unsignedl6

El ementld: 191

Status: current

Units: octets

Ref erence
See RFC 2460 for the specification of the | Pv6 payl oad | ength.
See RFC 2675 for the specification of the IPv6 junbo payl oad
option.
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5.

5.

5.

5.

5.

5.

Transport Header Fields

The set of Information Elenments related to transport header fields
and length includes the Information Elenents listed in the table
bel ow.

+--m - - T +--m - - T +
| ID| Nane | ID| Nane I
+-- - - - o e e e e e e e e +-- - - - o e e e e e e e e +
| 7 | sourceTransport Port | 238 | tcpW ndowScal e

| 11 | destinationTransportPort | 187 | tcpUrgentPointer |
| 180 | udpSourcePort | 188 | tcpHeaderLength |
| 181 | udpDestinati onPort | 32 | icnpTypeCodel Pv4 |
| 205 | udpMessagelength | 176 | icnpTypel Pv4 |
| 182 | tcpSourcePort | 177 | icnpCodel Pv4d |
| 183 | tcpDestinati onPort | 139 | icnpTypeCodel Pv6 |
| 184 | tcpSequenceNunber | 178 | icnpTypel Pv6 |
| 185 | tcpAcknow edgenment Nunber | 179 | icnpCodel Pv6 |
| 186 | tcpW ndowSi ze | 33| ignpType |
+-- o - o m e e e e e e +-- o - o m e e e e e e +

1. sourceTransport Port

Descri ption:
The source port identifier in the transport header. For the
transport protocols UDP, TCP, and SCTP, this is the source port
nunmber given in the respective header. This field MAY al so be
used for future transport protocols that have 16-bit source port
identifiers.

Abstract Data Type: unsignedl6

Data Type Senantics: identifier

El enentld: 7

Status: current

Ref er ence
See RFC 768 for the definition of the UDP source port field. See
RFC 793 for the definition of the TCP source port field. See RFC
4960 for the definition of SCTP.
Addi tional information on defined UDP and TCP port nunbers can be
found at http://ww. iana. org/assi gnment s/ port-nunbers

2. destinationTransport Port

Descri ption:
The destination port identifier in the transport header. For the
transport protocols UDP, TCP, and SCTP, this is the destination
port nunber given in the respective header. This field MAY al so
be used for future transport protocols that have 16-bit
destination port identifiers.
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Abstract Data Type: unsignedl6

Data Type Semantics: identifier

El ementld: 11

Status: current

Ref er ence:
See RFC 768 for the definition of the UDP destination port field.
See RFC 793 for the definition of the TCP destination port field.
See RFC 4960 for the definition of SCTP. Additional information
on defined UDP and TCP port nunbers can be found at
http://ww. i ana. or g/ assi gnnment s/ port - nunbers.

5.5.3. udpSourcePort

Descri pti on:
The source port identifier in the UDP header.
Abstract Data Type: unsignedl6
Data Type Semantics: identifier
El ementld: 180
Status: current
Ref erence:
See RFC 768 for the definition of the UDP source port field.
Addi tional information on defined UDP port nunbers can be found at
http://ww. i ana. or g/ assi gnment s/ port - nunbers.

5.5.4. udpDestinationPort

Descri pti on:
The destination port identifier in the UDP header.

Abstract Data Type: unsignedl6

Data Type Senmntics: identifier

El ementld: 181

Status: current

Ref er ence:
See RFC 768 for the definition of the UDP destination port field.
Additional information on defined UDP port nunbers can be found at
http://ww. i ana. or g/ assi gnnment s/ port - nunbers.

5.5.5. udpMessagelLength

Descri ption:
The value of the Length field in the UDP header.
Abstract Data Type: unsignedl6
El ement | d: 205
Status: current
Units: octets
Ref er ence:
See RFC 768 for the specification of the UDP header.
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5.5.6. tcpSourcePort

Descri pti on:
The source port identifier in the TCP header.

Abstract Data Type: unsignedl6

Data Type Senantics: identifier

El enentld: 182

Status: current

Ref er ence:
See RFC 793 for the definition of the TCP source port field.
Additional information on defined TCP port nunbers can be found at
http://ww. i ana. or g/ assi gnnment s/ port - nunbers.

5.5.7. tcpDestinationPort

Descri ption:
The destination port identifier in the TCP header.

Abstract Data Type: unsignedl6

Data Type Senantics: identifier

El enent | d: 183

Status: current

Ref er ence:
See RFC 793 for the definition of the TCP source port field.
Addi tional information on defined TCP port nunbers can be found at
http://ww. i ana. or g/ assi gnnment s/ port - nunbers.

5.5.8. tcpSequenceNunber

Descri ption:
The sequence nunber in the TCP header.
Abstract Data Type: unsigned32
El enentl d: 184
Status: current
Ref er ence:
See RFC 793 for the definition of the TCP sequence nunber.

5.5.9. tcpAcknow edgenent Nunber

Descri pti on:
The acknow edgenent nunber in the TCP header.
Abstract Data Type: unsigned32
El ementld: 185
Status: current
Ref erence:
See RFC 793 for the definition of the TCP acknow edgenent nunber.
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5.5.10. tcpWndowSi ze

Descri pti on:
The wi ndow field in the TCP header. If the TCP wi ndow scale is
supported, then TCP wi ndow scal e nust be known to fully interpret
the value of this information.

Abstract Data Type: unsignedl6

El enent| d: 186

Status: current

Ref er ence:
See RFC 793 for the definition of the TCP wi ndow field. See RFC
1323 for the definition of the TCP wi ndow scal e.

5.5.11. tcpWndowScal e

Descri ption:
The scale of the window field in the TCP header.
Abstract Data Type: unsignedl6
El enent I d: 238
Status: current
Ref erence:
See RFC 1323 for the definition of the TCP wi ndow scal e.

5.5.12. tcpUrgentPointer

Descri pti on:
The urgent pointer in the TCP header.
Abstract Data Type: unsignedl6
El ementld: 187
Status: current
Ref erence:
See RFC 793 for the definition of the TCP urgent pointer.

5.5.13. tcpHeaderlLength

Descri ption:
The I ength of the TCP header. Note that the value of this
Information Elenment is different fromthe value of the Data O fset
field in the TCP header. The Data Ofset field indicates the
I ength of the TCP header in units of 4 octets. This Information
El ements specifies the length of the TCP header in units of
octets.

Abstract Data Type: unsigned8

El enent| d: 188

Status: current

Units: octets

Ref er ence:
See RFC 793 for the definition of the TCP header.
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5.5.14. icnpTypeCodel Pv4

Descri pti on:
Type and Code of the IPv4 | CMP nmessage. The conbination of both
values is reported as (I CWP type * 256) + |ICMP code.

Abstract Data Type: unsignedl6

Data Type Senantics: identifier

El ementd: 32

Status: current

Ref erence
See RFC 792 for the definition of the IPv4 |ICVWP type and code
fields.

5.5.15. icnpTypel Pv4

Descri ption:
Type of the IPv4 | CMP nessage
Abstract Data Type: unsigned8
Data Type Senantics: identifier
El enentld: 176
Status: current
Ref erence
See RFC 792 for the definition of the IPv4d ICVWP type field.

5.5.16. icnpCodel Pv4

Descri pti on:
Code of the 1Pv4 | CMP nessage.
Abstract Data Type: unsigned8
Data Type Senmntics: identifier
El erentld: 177
Status: current
Ref erence
See RFC 792 for the definition of the IPv4 | QWP code field.

5.5.17. icnpTypeCodel Pv6

Descri pti on:
Type and Code of the IPv6 | CMP nmessage. The conbination of both
values is reported as (I CWP type * 256) + | CMP code.

Abstract Data Type: unsignedl6

Data Type Senantics: identifier

El ementld: 139

Status: current

Ref erence
See RFC 4443 for the definition of the IPv6 | CVWP type and code
fields.
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5.5.18. icnpTypel Pv6

Descri pti on:
Type of the I Pv6 | COVP nessage.
Abstract Data Type: unsigned8
Data Type Senantics: identifier
El ementld: 178
Status: current
Ref erence
See RFC 4443 for the definition of the IPv6 | CWP type field.

5.5.19. icnpCodel Pv6

Descri pti on:
Code of the IPv6 | CMP nessage
Abstract Data Type: unsigned8
Data Type Semantics: identifier
El ementld: 179
Status: current
Ref erence
See RFC 4443 for the definition of the IPv6 | CMP code field.

5.5.20. ignpType

Descri ption:
The type field of the | GW nessage.
Abstract Data Type: unsigned8
Data Type Semantics: identifier
El ementd: 33
Status: current
Ref erence
See RFC 3376 for the definition of the I1GW type field.

Quittek, et al. St andards Track [ Page 47]



RFC 5102 | PFI X I nformati on Mdel January 2008

5.6. Sub-1P Header Fields

The set of Information Elenents related to Sub-1P header fields
includes the Information Elenents listed in the table bel ow

L o L o +
| D] Name | D] Name |
+-- o - o m e e e e e e +-- o - o m e e e e e e +

56 | sourceMacAddress 201 npl sLabel St ackLengt h

81 post Sour ceMacAddr ess 194 nmpl sPayl oadLengt h

58 vl anl d 70 nmpl sTopLabel St ackSecti on

59 post VI anl d 71 npl sLabel St ackSecti on2

80 desti nati onMacAddr ess 72 nmpl sLabel St ackSecti on3

57 post Desti nati onMacAddr ess 73 nmpl sLabel St ackSecti on4

| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |
| 146 | w anChannel I d | 74 | nplsLabel StackSection5 |
| | | | |
| | | | |
| | | | |
| | | | |
| | | | |

147 w anSSI D 75 nmpl sLabel St ackSecti on6

200 nmpl sTopLabel TTL 76 nmpl sLabel St ackSecti on7

203 npl sTopLabel Exp 77 npl sLabel St ackSecti on8

237 post Mpl sTopLabel Exp 78 nmpl sLabel St ackSecti on9

202 nmpl sLabel St ackDept h 79 npl sLabel St ackSecti onl10
+-- - - - o e e e e e e e e +-- - - - o e e e e e e e e +

5.6.1. sourceMacAddress

Descri ption:
The | EEE 802 source MAC address field.
Abstract Data Type: macAddress
Data Type Semantics: identifier
El ement 1 d: 56
Status: current
Ref erence:
See | EEE. 802- 3. 2002.

5.6.2. post Sour ceMacAddr ess

Descri ption:
The definition of this Information Element is identical to the
definition of Information El enment 'sourceMacAddress’, except that
it reports a potentially nodified val ue caused by a ni ddl ebox
function after the packet passed the Observation Point.

Abstract Data Type: macAddress

Data Type Senantics: identifier

El erentd: 81

Status: current

Ref er ence:
See | EEE. 802- 3. 2002.
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5.6.3. vlanld

Descri pti on:
The | EEE 802.1Q VLAN identifier (VID) extracted fromthe Tag
Control Information field that was attached to the |IP packet.
Abstract Data Type: unsignedl6
Data Type Senantics: identifier
El ement | d: 58
Status: current
Ref er ence:
See | EEE. 802- 1Q 2003.

5.6.4. postVlianld

Descri pti on:
The definition of this Information Elenment is identical to the
definition of Information El ement 'vlanld , except that it reports
a potentially nodified val ue caused by a m ddl ebox function after
t he packet passed the Cbservation Point.

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

El emrent 1 d: 59

Status: current

Ref erence:
See | EEE. 802- 1Q 2003.

5.6.5. destinati onMacAddress

Descri ption:
The | EEE 802 destinati on MAC address field.
Abstract Data Type: nacAddress
Data Type Semantics: identifier
El enent I d: 80
Status: current
Ref er ence:
See | EEE. 802- 3. 2002.

5.6.6. postDestinati onMacAddress

Descri ption:
The definition of this Information Elenment is identical to the
definition of Information El enent 'destinati onMacAddress’, except
that it reports a potentially nodified value caused by a ni ddl ebox
function after the packet passed the Cbservation Point.

Abstract Data Type: macAddress

Data Type Semantics: identifier

El ementl d: 57

Status: current
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Ref erence
See | EEE. 802- 3. 2002.

5.6.7. w anChannel Id

Descri ption:
The identifier of the 802.11 (W-Fi) channel used.
Abstract Data Type: unsigned8
Data Type Sermantics: identifier
El ement |l d: 146
Status: current
Ref erence
See | EEE. 802-11. 1999.

5.6.8. w anSSID

Descri ption:
The Service Set IDentifier (SSID) identifying an 802.11 (W-Fi)
network used. According to | EEE. 802-11.1999, the SSID is encoded
into a string of up to 32 characters.

Abstract Data Type: string

El ement 1 d: 147

Status: current

Ref erence
See | EEE. 802-11. 1999.

5.6.9. nplsTopLabel TTL

Descri ption:
The TTL field fromthe top MPLS | abel stack entry, i.e
| abel that was pushed.

Abstract Data Type: unsigned8

El enent 1 d: 200

Status: current

Units: hops

Ref erence
See RFC 3032 for the specification of the TTL field.

., the | ast
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5.6.10. npl sTopLabel Exp

Descri pti on:

The Exp field fromthe top MPLS | abel stack entry, i.e
| abel that was pushed.

., the | ast
Bits 0-4: Don't Care, value is irrel evant.
Bits 5-7: MPLS Exp field.

o 1 2 3 4 5 6 7
B T S S T e o
| don’t care | Exp
B LI T SR S

Abstract Data Type: unsigned8
Data Type Semantics: flags

El ement 1 d: 203

Status: current

Ref erence

See RFC 3032 for the specification of the Exp field. See RFC 3270
for usage of the Exp field.

5.6.11. post Mol sTopLabel Exp

Descri ption:

The definition of this Information Element is identical to the
definition of Information El ement ’'npl sTopLabel Exp’, except that
it reports a potentially nodified value caused by a niddl ebox
function after the packet passed the Cbservation Point.

Abstract Data Type: unsigned8

Data Type Semantics: flags

El enent | d: 237

Status: current

Ref er ence
See RFC 3032 for the specification of the Exp field. See RFC 3270
for usage of the Exp field.

5.6.12. npl sLabel St ackDept h

Descri ption:

The nunber of labels in the MPLS | abel stack
Abstract Data Type: unsigned32
El enent I d: 202
Status: current
Units: | abel stack entries
Ref er ence

See RFC 3032 for the specification of the MPLS | abel stack
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5.6.13. npl sLabel StackLength

Descri pti on:
The I ength of the MPLS | abel stack in units of octets.
Abstract Data Type: unsigned32
El ementld: 201
Status: current
Units: octets
Ref er ence:
See RFC 3032 for the specification of the MPLS | abel stack.

5.6.14. npl sPayl oadLength

Descri pti on:
The size of the MPLS packet without the |abel stack.

Abstract Data Type: unsigned32

El ementld: 194

Status: current

Units: octets

Ref erence:
See RFC 3031 for the specification of MPLS packets. See RFC 3032
for the specification of the MPLS | abel stack.

5.6.15. npl sTopLabel StackSecti on

Descri pti on:
The Label, Exp, and S fields fromthe top MPLS | abel stack entry,
i.e., fromthe last |abel that was pushed. The size of this
Information Element is 3 octets.

0 1 2

012345678901 234567890123
Fo e e e e e e e e e e e e e e e e e e e e e e e
| Label | Exp | S
do o o e e e e e o o e e o e e e e o e o o o o o+

Label : Label Value, 20 bits
Exp: Experi mental Use, 3 bits
S Bott om of Stack, 1 bit

Abstract Data Type: octetArray
Data Type Senantics: identifier
El ementid: 70
Status: current
Ref er ence:

See RFC 3032.
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5.6.16. npl sLabel StackSection2

Descri pti on:

The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i mredi ately before the | abel stack entry that would be
reported by npl sTopLabel StackSection. See the definition of
npl sTopLabel St ackSection for further details. The size of this
Information Element is 3 octets.

Abstract Data Type: octetArray

Data Type Semantics: identifier

Elementld: 71

Status: current

Ref erence
See RFC 3032.

5.6.17. npl sLabel StackSecti on3

Descri ption:

The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i medi ately before the |abel stack entry that would be
reported by npl sLabel StackSection2. See the definition of
nmpl sTopLabel St ackSection for further details. The size of this
Information Elenent is 3 octets.

Abstract Data Type: octetArray

Data Type Senantics: identifier

El enentld: 72

Status: current

Ref er ence
See RFC 3032.

5.6.18. npl sLabel StackSecti on4

Descri pti on:
The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i mredi ately before the | abel stack entry that would be
reported by npl sLabel StackSection3. See the definition of
npl sTopLabel St ackSection for further details. The size of this
Information Element is 3 octets.

Abstract Data Type: octetArray

Data Type Semantics: identifier

El ementld: 73

Status: current

Ref erence
See RFC 3032.
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5.6.19. npl sLabel StackSecti on5

Descri pti on:

The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i mredi ately before the | abel stack entry that would be
reported by npl sLabel StackSection4. See the definition of
npl sTopLabel St ackSection for further details. The size of this
Information Element is 3 octets.

Abstract Data Type: octetArray

Data Type Semantics: identifier

El ementld: 74

Status: current

Ref erence
See RFC 3032.

5.6.20. nplsLabel StackSecti on6

Descri ption:

The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i medi ately before the |abel stack entry that would be
reported by npl sLabel StackSecti on5. See the definition of
nmpl sTopLabel St ackSection for further details. The size of this
Information Elenent is 3 octets.

Abstract Data Type: octetArray

Data Type Senantics: identifier

El enentld: 75

Status: current

Ref er ence
See RFC 3032.

5.6.21. npl sLabel StackSection7

Descri pti on:
The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i mredi ately before the | abel stack entry that would be
reported by npl sLabel StackSecti on6. See the definition of
npl sTopLabel St ackSection for further details. The size of this
Information Element is 3 octets.

Abstract Data Type: octetArray

Data Type Semantics: identifier

El ementld: 76

Status: current

Ref erence
See RFC 3032.
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5.6.22. npl sLabel StackSecti on8

Descri pti on:

The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i mredi ately before the | abel stack entry that would be
reported by npl sLabel StackSection7. See the definition of
npl sTopLabel St ackSection for further details. The size of this
Information Element is 3 octets.

Abstract Data Type: octetArray

Data Type Semantics: identifier

El ementld: 77

Status: current

Ref erence
See RFC 3032.

5.6.23. npl sLabel StackSecti on9

Descri ption:

The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i medi ately before the |abel stack entry that would be
reported by npl sLabel StackSecti on8. See the definition of
nmpl sTopLabel St ackSection for further details. The size of this
Information Elenent is 3 octets.

Abstract Data Type: octetArray

Data Type Senantics: identifier

El enentld: 78

Status: current

Ref er ence
See RFC 3032.

5.6.24. npl sLabel StackSecti onl0

Descri pti on:
The Label, Exp, and S fields fromthe | abel stack entry that was
pushed i mredi ately before the | abel stack entry that would be
reported by npl sLabel StackSection9. See the definition of
npl sTopLabel St ackSection for further details. The size of this
Information Element is 3 octets.

Abstract Data Type: octetArray

Data Type Semantics: identifier

El ementld: 79

Status: current

Ref erence
See RFC 3032.
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5.7. Derived Packet Properties

The set of Information Elenents derived from packet properties (for
exanpl e, val ues of header fields) includes the Information El enments
listed in the table bel ow

e oo e oo +
| ID| Nane | ID| Nane I
S e e e S e e e +
204 i pPayl oadLengt h 18 bgpNext Hopl Pv4Addr ess
15 i pNext Hopl Pv4Addr ess 63 bgpNext Hopl Pv6Addr ess
62 i pNext Hopl Pv6Addr ess 46 npl sTopLabel Type

| | | | |
| 6 | | o | |
| 16 | bgpSour ceAsNunber | 47 | nplsTopLabel | Pv4Addr ess

| | | | |
| | | | |
| | | | |

17 bgpDesti nati onAsNumber 140 npl sTopLabel | Pv6Addr ess
128 bgpNext Adj acent AsNurber 90 npl sVpnRout eDi sti ngui sher
129 bgpPr evAdj acent AsNunber

L o e e e e e e m e e e L o e e e e e e m e e e +

5.7.1. ipPayl oadLength

Descri pti on:
The effective length of the I P payload. For |IPv4 packets, the
value of this Information Elenent is the difference between the
total length of the | Pv4d packet (as reported by Infornation
El enent total Lengthl Pv4) and the length of the | Pv4 header (as
reported by Information El enent headerLengthl Pv4). For |Pv6, the
val ue of the Payload Length field in the IPv6 header is reported
except in the case that the value of this field is zero and that

there is a valid junbo payload option. In this case, the val ue of
the Junbo Payl oad Length field in the junbo payload option is
reported.

Abstract Data Type: unsigned32

El enent 1 d: 204

Status: current

Units: octets

Ref erence
See RFC 791 for the specification of |Pv4 packets. See RFC 2460
for the specification of the |IPv6 payload |length. See RFC 2675
for the specification of the I Pv6 junbo payl oad | ength.

5.7.2. ipNext Hopl Pv4Addr ess

Descri ption:
The | Pv4 address of the next |Pv4 hop
Abstract Data Type: ipv4Address
Data Type Semantics: identifier
El ementd: 15
Status: current
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. 7.3. ipNextHopl Pv6Address

Descri pti on:
The 1 Pv6 address of the next |Pv6 hop.
Abstract Data Type: ipv6Address
Data Type Senantics: identifier
El ementld: 62
Status: current

.7.4. bgpSour ceAsNunber

Descri ption:
The aut ononous system (AS) nunber of the source IP address. |If AS
path information for this Flowis only available as an unordered
AS set (and not as an ordered AS sequence), then the value of this
Information Elenent is O.

Abstract Data Type: unsigned32

Data Type Senantics: identifier

El ementld: 16

Status: current

Ref er ence:
See RFC 4271 for a description of BGP-4, and see RFC 1930 for the
definition of the AS numnber.

.7.5. bgpDestinati onAsNunber

Descri pti on:
The aut ononous system (AS) nunber of the destination |IP address.
If AS path information for this Flowis only available as an
unordered AS set (and not as an ordered AS sequence), then the
val ue of this Information El enent is O.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El ementl d: 17

Status: current

Ref erence:
See RFC 4271 for a description of BGP-4, and see RFC 1930 for the
definition of the AS nunber.

. 7.6. bgpNext Adj acent AsNunber

Descri ption:
The aut ononous system (AS) nunber of the first ASin the AS path
to the destination |IP address. The path is deduced by | ooking up
the destination |P address of the Flow in the BGP routing
i nformati on base. |If AS path information for this Flowis only
avai |l abl e as an unordered AS set (and not as an ordered AS
sequence), then the value of this Information El enent is O.
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Abstract Data Type: unsigned32

Data Type Semantics: identifier

El enentld: 128

Status: current

Ref er ence
See RFC 4271 for a description of BGP-4, and see RFC 1930 for the
definition of the AS nunber.

5.7.7. bgpPrevAdj acent AsNunber

Descri ption:
The aut ononous system (AS) nunber of the last ASin the AS path
fromthe source I P address. The path is deduced by |ooking up the
source | P address of the Flowin the BGP routing information base.
If AS path information for this Flowis only available as an
unordered AS set (and not as an ordered AS sequence), then the
value of this Information Elenent is 0. |In case of BGP asymetry,
t he bgpPrevAdj acent AsNunber mnight not be able to report the
correct val ue.

Abstract Data Type: unsigned32

Data Type Semantics: identifier

El ement 1 d: 129

Status: current

Ref erence
See RFC 4271 for a description of BGP-4, and see RFC 1930 for the
definition of the AS nunber.

5.7.8. bgpNext Hopl Pv4Addr ess

Descri ption:
The |1 Pv4 address of the next (adjacent) BGP hop
Abstract Data Type: ipv4Address
Data Type Semantics: identifier
El emrentld: 18
Status: current
Ref erence
See RFC 4271 for a description of BGP-4.

5.7.9. bgpNext Hopl Pv6Addr ess

Descri ption:
The 1 Pv6 address of the next (adjacent) BGP hop
Abstract Data Type: ipv6Address
Data Type Semantics: identifier
El ement | d: 63
Status: current
Ref er ence
See RFC 4271 for a description of BGP-4.
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5.7.10. npl sTopLabel Type

Descri pti on:
This field identifies the control protocol that
all ocated the top-of-stack label. Initial values for this field

are listed below. Further values nmay be assigned by IANA in the
MPLS | abel type registry.

- 0x01 TE-M DPT: Any TE tunnel nid-point or tail |abel

- 0x02 Pseudowi re: Any PWE3 or Cisco AToM based | abel

- 0x03 VPN Any | abel associated with VPN

- 0x04 BGP: Any | abel associated with BGP or BGP routing

- 0x05 LDP: Any | abel associated with dynam cally assigned
| abel s using LDP

Abstract Data Type: unsigned8

Data Type Semantics: identifier

El ement | d: 46

Status: current

Ref erence:
See RFC 3031 for the MPLS | abel structure. See RFC 4364 for the
associ ation of MPLS labels with Virtual Private Networks (VPNs).
See RFC 4271 for BGP and BGP routing. See RFC 5036 for Label
Distribution Protocol (LDP). See the list of MPLS | abel types
assigned by | ANA at
http://ww. i ana. or g/ assi gnnent s/ npl s-1 abel - val ues.

5.7.11. npl sTopLabel | Pv4Addr ess

Descri ption:
The |1 Pv4 address of the systemthat the MPLS top |label will cause
this Flow to be forwarded to.
Abstract Data Type: ipv4Address
Data Type Semantics: identifier
El enent |l d: 47
Status: current
Ref er ence:
See RFC 3031 for the association between MPLS labels and IP
addr esses.
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5.7.12. npl sTopLabel | Pv6Addr ess

Descri pti on:
The 1 Pv6 address of the systemthat the MPLS top |label will cause
this Flow to be forwarded to.
Abstract Data Type: ipv6Address
Data Type Senantics: identifier
El enent | d: 140
Status: current
Ref er ence:
See RFC 3031 for the associ ation between MPLS | abels and I P
addr esses.

5.7.13. npl sVpnRout eDi sti ngui sher

Descri ption:
The value of the VPN route distinguisher of a corresponding entry
in a VPN routing and forwarding table. Route distinguisher
ensures that the sane address can be used in several different
MPLS VPNs and that it is possible for BGP to carry several
completely different routes to that address, one for each VPN
According to RFC 4364, the size of nplsVpnRouteDi stinguisher is 8
octets. However, in RFC 4382 an octet string with flexible Iength
was chosen for representing a VPN route distingui sher by object
Mpl sL3VpnRout eDi sti ngui sher. This choice was nade in order to be
open to future changes of the size. This idea was adopted when
choosing octet Array as abstract data type for this Infornmation
El ement. The maxi numlength of this Information Elenent is 256
octets.

Abstract Data Type: octetArray

Data Type Senantics: identifier

El ementd: 90

Status: current

Ref er ence:
See RFC 4364 for the specification of the route distinguisher.
See RFC 4382 for the specification of the MPLS/BGP Layer 3 Virtual
Private Network (VPN) Managenent |nfornation Base.
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5. 8.

5.8.

5. 8.

M n/ Max Fl ow Properties

Information Elements in this section are results of mi ninum or
maxi mum oper ati ons over all packets of a Flow

L o L o +
| 1D]| Nane | 1D]| Nane |
N I T N I T +
| 25 | mininmum pTotal Length | 208 | ipv4aOptions |
| 26 | maxinmum pTotal Length | 64 | ipv6Extensi onHeaders |
| 52 | mninmnlTL | 6 | tcpControlBits |
| 53 | maxi nunilTL | 209 | tcpOptions |
Fommnn e Fommnn e +

1. mininum pTotal Length

Descri ption:
Length of the snall est packet observed for this Flow The packet
I ength includes the I P header(s) length and the | P payload | ength.

Abstract Data Type: unsigned64

El ement I d: 25

Status: current

Units: octets

Ref erence:
See RFC 791 for the specification of the IPv4 total length. See
RFC 2460 for the specification of the | Pv6 payload |length. See
RFC 2675 for the specification of the |IPv6 junbo payl oad | ength.

2. maxi muml pTot al Lengt h

Descri ption:
Length of the l|argest packet observed for this Flow. The packet
I ength includes the I P header(s) length and the | P payl oad | ength.

Abstract Data Type: unsigned64

El ement 1 d: 26

Status: current

Units: octets

Ref erence:
See RFC 791 for the specification of the IPv4 total length. See
RFC 2460 for the specification of the | Pv6 payload |length. See
RFC 2675 for the specification of the |IPv6 junbo payl oad | ength.

5.8.3. mninmunmlTL

Qi

Descri pti on:
M ni mum TTL val ue observed for any packet in this Flow
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Abstract Data Type: unsigned8

El enent |l d: 52

Status: current

Units: hops

Ref erence
See RFC 791 for the definition of the IPv4 Tine to Live field.
See RFC 2460 for the definition of the IPv6 Hop Limt field.

5.8.4. maxi mumlTL

Descri ption:
Maxi mum TTL val ue observed for any packet in this Flow
Abstract Data Type: unsigned8
El enent | d: 53
Status: current
Units: hops
Ref er ence
See RFC 791 for the definition of the IPv4 Tinme to Live field.
See RFC 2460 for the definition of the IPv6 Hop Limt field.

5.8.5. ipv4Options

Descri ption:
| Pv4 options in packets of this Flow. The infornmation is encoded
in a set of bit fields. For each valid |Pv4 option type, there is
a bit inthis set. The bit is set to 1 if any observed packet of
this Flow contains the corresponding | Pv4 option type. O herw se,
if no observed packet of this Flow contained the respective |Pv4
option type, the value of the corresponding bit is 0. The list of
valid IPv4 options is nmaintained by | ANA. Note that for
identifying an option not just the 5-bit Option Nunber, but all 8
bits of the Option Type need to nmatch one of the | Pv4 options
specified at http://ww.iana.org/assi gnnents/ip-paraneters
Options are mapped to bits according to their option nunbers.
Option nunber X is mapped to bit X The mapping is illustrated by
the figure bel ow.
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Type Option

0 EOCL End of Options List, RFC 791
1 NOP No Operation, RFC 791
130 SEC Security, RFC 1108
131 LSR Loose Source Route, RFC 791
68 TS Time Stanp, RFC 791
Ext ended Security, RFC 1108
134 CIPSO Commercial Security
7 RR Record Route, RFC 791
136 SID Stream | D, RFC 791
137 SSR Strict Source Route, RFC 791
Experi mental Measurenent
(obsol eted) MIU Probe, RFC 1191
(obsol eted) MIU Reply, RFC 1191
Experi mental Fl ow Control
Experi mental Access Control

©CoO~NOUIA~WNEF O
[En
w
w
m
wn
m
O

PRRRRERE e
OO WNEO
PPN

AR pRORREE
AOITNOOINEFEF O
— m T N
=2-2530
a >ZX T

IM Traffic Descriptor

Ext ended I nternet Protocol, RFC 1385
Traceroute, RFC 3193

Addr ess Ext ensi on

PR
© 0w~
R
NN
~N N O
>-m
§ID
o

20 148 RTRALT Router Alert, RFC 2113

21 149 SDB Sel ective Directed Broadcast
22 150 NSAPA  NSAP Address

23 151 DPS Dynanmi ¢ Packet State

24 152 uwP Upstream Mul ti cast Pkt .

25 25 (03] Qui ck-Start

30 30 EXP RFC3692- styl e Experi nent

30 94 EXP RFC3692- styl e Experi nment

30 158 EXP RFC3692- styl e Experi nment

30

222 EXP RFC3692- styl e Experi nent
. . Furt her options nunbers
may be assigned by | ANA

Abstract Data Type: unsigned32

Data Type Semantics: flags
El ement I d: 208
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| Pv4 options. See the list of

| Pv4 option nunbers assigned by | ANA at
http://ww. i ana. or g/ assi gnnment s/ i p- par anet ers.

5.8.6.

Descri pti on:

| Pv6 extension headers observed in packets of this Fl ow.
information is encoded in a set of bit fields.

option he

i pv6EXt ensi onHeader s

ader, there i

The
For each | Pv6
The bit is set to 1 if

s a bit inthis set.

any observed packet of this Flow contains the corresponding | Pv6

extension header. Oherwi se, if no observed packet of this Flow
contai ned the respective | Pv6 extension header, the value of the
corresponding bit is O.
0 1 2 3 4 5 6 7
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
| Res | FRA]] RH | FRAO|] UNK | Res | HOP | DST
+-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +-- - - - +
8 9 10 11 12 13 14 15
L L L L L L L L +
| PAY | AH | ESP | Reser ved |
+-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +-- o - +
16 17 18 19 20 21 22 23
L L L L L L L L +
| Reserved |
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +
24 25 26 27 28 29 30 31
F--- - F--- - F--- - F--- - F--- - F--- - F--- - F--- - +
| Reserved |
L L L L L L L L +
Bi t | Pv6 Option Descri ption
0, Res Reserved
1, FRA1 44 Fragnment ati on header - not first fragnent
2, RH 43 Rout i ng header
3, FRAO 44 Fragnent header - first fragnent
4, UNK Unknown Layer 4 header
(conpressed, encrypted, not supported)
5, Res Reserved
6, HOP 0 Hop- by- hop opti on header
7, DST 60 Desti nation option header
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5.

8.

8, PAY 108 Payl oad conpressi on header
9, AH 51 Aut henti cati on Header

10, ESP 50 Encrypted security payl oad
11 to 31 Reserved

Abstract Data Type: unsigned32

Data Type Semantics: flags

El enent|d: 64

Status: current

Ref erence
See RFC 2460 for the general definition of |IPv6 extension headers
and for the specification of the hop-by-hop options header, the
routi ng header, the fragnent header, and the destination options
header. See RFC 4302 for the specification of the authentication
header. See RFC 4303 for the specification of the encapsul ating
security payl oad.

7. tcpControlBits

Descri pti on:
TCP control bits observed for packets of this Flow. The
information is encoded in a set of bit fields. For each TCP
control bit, there is a bit inthis set. Abit is set to 1 if any
observed packet of this Flow has the corresponding TCP control bit
set to 1. A value of 0 for a bit indicates that the correspondi ng
bit was not set in any of the observed packets of this Flow

0 1 2 3 4 5 6 7

oo oo oo oo oo oo oo oo +
| Reserved | URG| ACK | PSH| RST | SYN| FIN |
oo oo oo oo oo oo oo oo +

Reserved: Reserved for future use by TCP. Mist be zero
URG Urgent Pointer field significant
ACK:  Acknowl edgnent field significant
PSH.  Push Function
RST: Reset the connection
SYN:  Synchroni ze sequence nunbers
FIN  No nore data from sender

Abstract Data Type: unsigned8

Data Type Semantics: flags

El enentld: 6

Status: current

Ref erence
See RFC 793 for the definition of the TCP control bits in the TCP
header .
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5.8.8. tcpOptions

Descri pti on:
TCP options in packets of this Flow The information is encoded
in a set of bit fields. For each TCP option, there is a bit in
this set. The bit is set to 1 if any observed packet of this Fl ow
contains the corresponding TCP option. Qherwise, if no observed
packet of this Flow contained the respective TCP option, the val ue
of the corresponding bit is O.
Options are mapped to bits according to their option nunbers.
Option nunber X is mapped to bit X TCP option nunbers are
mai nt ai ned by | ANA

0 1 2 3 4 5 6 7
T T T T T T T T +
| 0 | 1| 2 | 3 | 4| 5 | 6 | 7 |
R R R R R R R R +

8 9 10 11 12 13 14 15
T T T T T T T T +
| 8 | 9| 10| 11| 12| 13| 14| 15
R R R R R R R R +

Abstract Data Type: unsigned64

Data Type Semantics: flags

El enent | d: 209

Status: current

Ref er ence
See RFC 793 for the definition of TCP options. See the list of
TCP option nunbers assigned by | ANA at
http://ww. i ana. or g/ assi gnnent s/t cp- paraneters.
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5.9. Fl ow Tinest anps
Information Elements in this section are tinmestanps of events.

Ti mest anps fl owSt art Seconds, fl oweEndSeconds, flowStartM I1iseconds,
flowendM | | i seconds, flowStartM croseconds, floweEndM croseconds,

fl owSt art Nanoseconds, fl owEndNanoseconds, and

systemnitTineM I |iseconds are absolute and have a well-defined fixed
ti me base, such as, for exanple, the nunber of seconds since 0000 UTC
Jan 1st 1970.

Ti nestanps fl owStart DeltaM croseconds and fl owendDel t aM cr oseconds
are relative tinmestanps only valid within the scope of a single | PFIX
Message. They contain the negative tine offsets relative to the
export tine specified in the | PFl X Message Header. The maxi mumtime
of fset that can be encoded by these delta counters is 1 hour, 11

m nutes, and 34. 967295 seconds.

Ti restanps fl owStart SysUpTi ne and fl oweEndSysUpTine are relative
timestanps indicating the tine relative to the last (re-
Jinitialization of the | PFl X Device. For reporting the tine of the
last (re-)initialization, system nitTineMIliseconds can be reported,
for exanple, in Data Records defined by Option Tenpl ates.

+--m - - T +--m - - T +
| ID| Nane | ID| Nane I
+-- - - - o e e e e e e e e +-- - - - o e e e e e e e e +
| 150 | flowStart Seconds | 156 | flowStartNanoseconds |
| 151 | fl owEndSeconds | 157 | fl owEndNanoseconds |
| 152 | flowStartM I liseconds | 158 | flowStartDel taM croseconds|
| 153 | flowendM Il i seconds | 159 | fl owkndDeltaM croseconds |
| 154 | flowStartM croseconds | 160 | systemnitTinmeMIliseconds|
| 155 | fl oweEndM croseconds | 22| flowstart SysUpTi nme |
| | | 21| floweEndSysUpTinme |
L o e e e e e e m e e e L o e e e e e e m e e e +

5.9.1. flowStartSeconds

Descri pti on:
The absolute tinmestanp of the first packet of this Flow.
Abstract Data Type: dateTi neSeconds
El ement I d: 150
Status: current
Units: seconds
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5.9.2. fl owEndSeconds

Descri pti on:
The absolute tinmestanp of the | ast packet of this Flow
Abstract Data Type: dateTi neSeconds
El ementld: 151
Status: current
Units: seconds

5.9.3. flowStartMII|iseconds

Descri ption:
The absolute tinestanp of the first packet of this Flow
Abstract Data Type: dateTinmeMIliseconds
El enent 1 d: 152
Status: current
Units: mlliseconds

5.9.4. flowendM Il i seconds

Descri pti on:
The absolute tinmestanp of the | ast packet of this Flow
Abstract Data Type: dateTineMI!liseconds
El ementld: 153
Status: current
Units: mlliseconds

5.9.5. flowStartM croseconds

Descri ption:
The absolute tinestanp of the first packet of this Flow
Abstract Data Type: dateTi mreM croseconds
El enentl d: 154
Status: current
Units: mcroseconds

5.9.6. flowendM croseconds

Descri pti on:
The absolute tinmestanp of the | ast packet of this Flow
Abstract Data Type: dateTi neM croseconds
El ement I d: 155
Status: current
Units: mcroseconds
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5.9.7. flowStartNanoseconds

Descri pti on:
The absolute tinmestanp of the first packet of this Flow.
Abstract Data Type: dateTi mneNanoseconds
El ementld: 156
Status: current
Units: nanoseconds

5.9.8. fl oweEndNanoseconds

Descri ption:
The absolute tinestanp of the | ast packet of this Flow
Abstract Data Type: dateTi meNanoseconds
El enent 1 d: 157
Status: current
Units: nanoseconds

5.9.9. flowStartDeltaM croseconds

Descri pti on:
This is a relative tinestanp only valid within the scope of a
single I PFI X Message. It contains the negative tinme offset of the

first observed packet of this Flowrelative to the export tine
specified in the | PFI X Message Header.

Abstract Data Type: unsigned32

El enent | d: 158

Status: current

Units: mcroseconds

Ref erence:
See the | PFI X protocol specification [RFC5101] for the definition
of the |IPFI X Message Header.

5.9.10. fl owendDel taM croseconds

Descri ption:
This is arelative tinestanp only valid within the scope of a
single I PFl X Message. It contains the negative tine offset of the

| ast observed packet of this Flowrelative to the export tine
specified in the | PFI X Message Header.

Abstract Data Type: unsigned32

El ementld: 159

Status: current

Units: mcroseconds

Ref er ence:
See the | PFI X protocol specification [RFC5101] for the
definition of the |IPFI X Message Header.
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5.9.11. systemnitTineMIliseconds

Descri pti on:
The absolute tinmestanp of the last (re-)initialization of the
| PFI X Devi ce.

Abstract Data Type: dateTinmeMIliseconds
El enent |l d: 160

Status: current

Units: mlliseconds

5.9.12. flowStart SysUpTi ne

Descri ption:
The relative tinmestanp of the first packet of this Flow It
i ndi cates the nunber of nilliseconds since the |ast
(re-)initialization of the |IPFI X Device (sysUpTine).

Abstract Data Type: unsigned32

El ement I d: 22

Status: current

Units: mlliseconds

5.9.13. fl owendSysUpTi ne

Descri ption:
The relative tinmestanp of the | ast packet of this Flow It
i ndi cates the nunmber of nilliseconds since the |ast
(re-)initialization of the I PFI X Device (sysUpTine).

Abstract Data Type: unsigned32

El ementld: 21

Status: current

Units: mlliseconds

5.10. Per - Fl ow Count ers

Information Elenments in this section are counters all having integer
val ues. Their values may change for every report they are used in.
They cannot serve as part of a Flow Key used for napping packets to
Fl ows. However, potentially they can be used for selecting exported
Fl ows, for exanple, by only exporting Flows with nore than a

t hreshol d nunber of observed octets.

There are running counters and delta counters. Delta counters are
reset to zero each tinme their values are exported. Running counters
continue counting i ndependently of the Exporting Process.

There are per-Flow counters and counters related to the Metering

Process and/or the Exporting Process. Per-Flow counters are Flow
properties that potentially change each tinme a packet belonging to
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the Flow is observed. The set of per-Flow counters includes the
Information Elenents listed in the table below. Counters related to
the Metering Process and/or the Exporting Process are described in
Section 5. 3.

L o L o +
| D] Name | D] Name |
+-- o - o m e e e e e e +-- o - o m e e e e e e +
| 1 | octetDeltaCount | 134 | droppedCctet Tot al Count |
| 23 | postCctetDeltaCount | 135 | droppedPacket Tot al Count |
| 198 | octetDel taSun Squar es | 19 | post MCast Packet Del t aCount |
| 85 | octetTotal Count | 20 | postMcastCctetDeltaCount |
| 171 | post Cctet Tot al Count | 174 | post MCast Packet Tot al Count |
| 199 | octet Total SunF Squar es | 175 | post MCast Cct et Tot al Count |
| 2 | packet Del t aCount | 218 | tcpSynTot al Count |
| 24 | postPacket Del t aCount | 219 | tcpFinTotal Count |
| 86 | packet Tot al Count | 220 | tcpRstTot al Count |
| 172 | post Packet Tot al Count | 221 | tcpPshTot al Count |
| 132 | droppedCctetDel taCount | 222 | tcpAckTot al Count |
| 133 | droppedPacket Del t aCount | 223 | tcpUrgTotal Count |
+-- - - - o e e e e e e e e +-- - - - o e e e e e e e e +

5.10.1. octetDel taCount

Descri ption:
The nunber of octets since the previous report (if any) in
i nconmi ng packets for this Flow at the Cbservation Point. The
nunber of octets includes |IP header(s) and |IP payl oad.
Abstract Data Type: unsigned64
Data Type Semantics: del taCounter
Elementld: 1
Status: current
Units: octets

5.10. 2. post Cct et Del t aCount

Descri ption:
The definition of this Information Element is identical to the
definition of Information El ement ’'octetDeltaCount’, except that
it reports a potentially nodified value caused by a ni ddl ebox
function after the packet passed the Cbservation Point.

Abstract Data Type: unsigned64

Data Type Semantics: del taCounter

El enrent | d: 23

Status: current

Units: octets
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5.10. 3. octetDel taSunOf Squar es

Descri pti on:

The sum of the squared nunbers of octets per incom ng packet since
the previous report (if any) for this Flow at the Cbservation

Point. The nunber of octets includes |IP header(s) and |IP payl oad.
Abstract Data Type: unsigned64
El enent|d: 198

Status: current
5.10.4. octet Tot al Count

Descri ption:

The total nunber of octets in incom ng packets for this Flow at
the Qbservation Point since the Metering Process
(re-)initialization for this Qobservation Point. The nunber
of octets includes IP header(s) and |IP payl oad.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ementd: 85

Status: current
Units: octets

5.10.5. post Cct et Tot al Count

Descri pti on:

The definition of this Information Element is identical to the
definition of Information El ement ’octetTotal Count’, except that
it reports a potentially nodified value caused by a ni ddl ebox

function after the packet passed the Cbservation Point.
Abstract Data Type: unsigned64
Data Type Semantics: total Counter
El enentld: 171
Status: current
Units: octets

5.10.6. octetTotal SunOf Squar es

Descri pti on:

The total sum of the squared nunbers of octets in incom ng packets
for this Flow at the Cbservation Point since the Metering Process
(re-)initialization for this Qobservation Point. The nunber of
octets includes | P header(s) and |IP payl oad.

Abstract Data Type: unsigned64

El enrent 1 d: 199

Status: current

Units: octets
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5.10. 7. packet Del t aCount

Descri pti on:

The nunber of incom ng packets since the previous report (if any)
for this Flow at the Cbservation Point.

Abstract Data Type: unsigned64
Data Type Semantics: del taCounter
El enrentld: 2

Status: current

Units: packets

5.10.8. post Packet Del t aCount

Descri pti on:

The definition of this Information Elenment is identical to the
definition of Information El enment ' packetDeltaCount’, except that
it reports a potentially nodified value caused by a ni ddl ebox

function after the packet passed the Cbservation Point.
Abstract Data Type: unsigned64
Data Type Semantics: del taCounter
El emrentld: 24
Status: current
Units: packets

5.10.9. packet Tot al Count

Descri ption:

The total number of incom ng packets for this Flow at the
bservation Point since the Metering Process (re-)initialization
for this Cbservation Point.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ement 1 d: 86

Status: current
Units: packets
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5.10.10. post Packet Tot al Count

Descri pti on:

The definition of this Information Elenment is identical to the
definition of Information El enment ' packet Total Count’, except that
it reports a potentially nodified val ue caused by a ni ddl ebox

function after the packet passed the Cbservation Point.
Abstract Data Type: unsigned64
Data Type Semantics: total Counter
El ementld: 172
Status: current
Units: packets

5.10.11. droppedCct et Del t aCount

Descri ption:

The nunber of octets since the previous report (if any) in packets
of this Flow dropped by packet treatnment. The nunber of octets
i ncludes | P header(s) and | P payl oad.

Abstract Data Type: unsigned64

Data Type Semantics: del taCounter

El ement 1 d: 132

Status: current

Units: octets

5.10.12. droppedPacket Del t aCount

Descri ption:
The nunber of packets since the previous report (if any) of this
Fl ow dr opped by packet treatnent.

Abstract Data Type: unsigned64

Data Type Semantics: del taCounter

El enrent 1 d: 133

Status: current

Units: packets

5.10.13. droppedCct et Tot al Count

Descri pti on:
The total number of octets in packets of this Flow dropped by
packet treatnent since the Metering Process (re-)initialization
for this Cbservation Point. The nunber of octets includes IP
header (s) and | P payl oad.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ementld: 134

Status: current

Units: octets
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5.10.14. droppedPacket Tot al Count

Descri pti on:
The nunber of packets of this Flow dropped by packet treatnent
since the Metering Process (re-)initialization for this
Observation Point.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ementld: 135

Status: current

Units: packets

5.10.15. post MCast Packet Del t aCount

Descri pti on:

The nunber of outgoing multicast packets since the previous report
(if any) sent for packets of this Flow by a nulticast daenon
within the Qoservation Domain. This property cannot necessarily

be observed at the Cbservation Point, but may be retrieved by
ot her neans.

Abstract Data Type: unsigned64
Data Type Semantics: del taCounter
El ementd: 19

Status: current

Units: packets

5.10.16. post MCast Cct et Del t aCount

Descri ption:
The nunber of octets since the previous report (if any) in
outgoi ng nulticast packets sent for packets of this Flow by a
nmul ti cast daenmon within the Observation Domain. This property
cannot necessarily be observed at the Observation Point, but may
be retrieved by other means. The nunber of octets includes IP
header (s) and | P payl oad.

Abstract Data Type: unsigned64

Data Type Semantics: del taCounter

El enment | d: 20

Status: current

Units: octets
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5.10.17. post MCast Packet Tot al Count

Descri pti on:

The total number of outgoing nulticast packets sent for packets of
this Flow by a nmulticast daenmon within the Gbservati on Domnai n
since the Metering Process (re-)initialization. This property

cannot necessarily be observed at the Cbservation Point, but may
be retrieved by other neans.

Abstract Data Type: unsigned64
Data Type Semantics: total Counter
El ementld: 174

Status: current

Units: packets

5.10.18. post MCast Cct et Tot al Count

Descri ption:

The total nunber of octets in outgoing nulticast packets sent for
packets of this Flow by a nulticast daenon in the Qbservation
Domai n since the Metering Process (re-)initialization. This
property cannot necessarily be observed at the Observation Point,
but may be retrieved by other neans. The nunber of octets
i ncludes | P header(s) and | P payl oad.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter
El enentld: 175

Status: current
Units: octets

5.10.19. tcpSynTotal Count

Descri pti on:
The total number of packets of this Flow with TCP "Synchronize
sequence numbers" (SYN) flag set.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ement | d: 218

Status: current

Units: packets

Ref er ence

See RFC 793 for the definition of the TCP SYN fl ag.
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5.10. 20. tcpFinTotal Count

Descri pti on:
The total nunmber of packets of this Flowwith TCP "No nore data
fromsender"” (FIN) flag set.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El enent | d: 219

Status: current

Units: packets

Ref er ence:
See RFC 793 for the definition of the TCP FIN fl ag.

5.10.21. tcpRstTotal Count

Descri ption:
The total number of packets of this Flowwith TCP "Reset the
connection" (RST) flag set.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El enent 1 d: 220

Status: current

Units: packets

Ref erence:
See RFC 793 for the definition of the TCP RST fl ag.

5.10.22. tcpPshTot al Count

Descri ption:
The total nunber of packets of this Flow with TCP "Push Function”
(PSH) flag set.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El ementl d: 221

Status: current

Units: packets

Ref erence:
See RFC 793 for the definition of the TCP PSH fl ag.
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5.10. 23. tcpAckTot al Count

Descri pti on:
The total number of packets of this Flow with TCP "Acknow edgnent
field significant™ (ACK) flag set.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El enent | d: 222

Status: current

Units: packets

Ref er ence:
See RFC 793 for the definition of the TCP ACK fl ag.

5.10.24. tcpUWrgTotal Count

Descri ption:
The total nunber of packets of this Floww th TCP "Urgent Pointer
field significant" (URG flag set.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

El enent | d: 223

Status: current

Units: packets

Ref erence:
See RFC 793 for the definition of the TCP URG fl ag.

5.11. M scellaneous Fl ow Properties
Information Elements in this section describe properties of Flows

that are related to Flow start, Flow duration, and Flow termni nation,
but they are not tinestanps as the Information Elenents in Section

5.9 are.

F--- - o m e e e e e e e e meaao - F--- - o m e e e e e e e e meaao - +
| D] Nane | D] Nane |
L o L o +
| 36 | flowActiveTi meout | 161 | flowburationMIliseconds |
| 37 | flowdleTineout | 162 | flowburati onM croseconds |
| 136 | fl owEndReason | 61| flowDirection |
F--- - o m e e e e e e e e meaao - F--- - o m e e e e e e e e meaao - +
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5.11.1. flowActiveTi neout

Descri pti on:
The nunber of seconds after which an active Flow is tinmed out
anyway, even if there is still a continuous flow of packets.

Abstract Data Type: unsignedl6
El enent |l d: 36

Status: current

Units: seconds

5.11.2. flow dl eTi neout

Descri ption:
A Flow is considered to be tined out if no packets belonging to
the Fl ow have been observed for the nunmber of seconds specified by
this field.

Abstract Data Type: unsignedl6

El ement I d: 37

Status: current

Units: seconds

5.11.3. fl oweEndReason

Descri ption:
The reason for Flow termnation. The range of val ues includes the
fol | owi ng:

0x01: idle tineout
The Fl ow was terni nated because it was consi dered to be
idle.

0x02: active timeout
The Flow was term nated for reporting purposes while it was
still active, for exanple, after the maximumlifetine of
unreported Fl ows was reached.

0x03: end of Flow detected
The Flow was term nated because the Metering Process
detected signals indicating the end of the Flow, for
exanpl e, the TCP FIN fl ag.

0x04: forced end
The Flow was term nated because of sone external event, for
exanpl e, a shutdown of the Metering Process initiated by a
net wor k managenent application
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0x05: lack of resources
The Fl ow was term nated because of |ack of resources

avail able to the Metering Process and/or the Exporting
Process.

Abstract Data Type: unsigned8
Data Type Senantics: identifier
El enentld: 136

Status: current

5.11.4. flowburationM I iseconds

Descri ption:
The difference in tinme between the first observed packet of this
Fl ow and the | ast observed packet of this Flow

Abstract Data Type: unsigned32

El ementd: 161

Status: current

Units: mlliseconds

5.11.5. fl owburati onM croseconds

Descri ption:
The difference in tine between the first observed packet of this
Fl ow and the | ast observed packet of this Flow

Abstract Data Type: unsigned32

El enentl d: 162

Status: current

Units: mcroseconds

5.11.6. flowDirection

Descri pti on:

The direction of the Fl ow observed at the Cbservati on Point.
There are only two val ues defi ned.

0x00: ingress flow
0x01l: egress flow

Abstract Data Type: unsigned8
Data Type Semantics: identifier
El ementid: 61

Status: current

5.12. Paddi ng

This section contains a single Information El ement that can be used
for padding of Fl ow Records
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| PFI X i npl enmentations nmay wish to align Informati on El enents within
Data Records or to align entire Data Records to 4-octet or 8-octet
boundaries. This can be achi eved by including one or nore

paddi ngCctets Information Elements in a Data Record

L o L o +
| 1D] Nane | 1D] Nane

+-- o - o m e e e e e e +-- o - o m e e e e e e +
| 210 | paddi ngCctets | |

F--- - o m e e e e e e e e meaao - F--- - o m e e e e e e e e meaao - +

5.12.1. paddi ngCctets

Descri pti on:
The value of this Information Elenment is always a sequence of 0x00
val ues.

Abstract Data Type: octetArray

El ement 1 d: 210

Status: current

6. Extending the Information Mde

A key requirement for IPFIX is to allow for extending the set of
Information El ements that are reported. This section defines the
mechani sm for extending this set.

Ext ensi on can be done by defining new Information El ements. Each new
I nformation El ement MJST be assigned a unique |Information El ement
identifier as part of its definition. These unique Information

El ement identifiers are the connection between the record structure
communi cated by the protocol using Tenplates and a consuni ng
application. For generally applicable Information El enents, using

| ETF and | ANA nechani snms to extend the information nodel is
RECOVMVENDED

Nanmes of new Information El enents SHOULD be chosen according to the
nam ng conventions given in Section 2.3.

For extensions, the type space defined in Section 3 can be used. |If
requi red, new abstract data types can be added. New abstract data
types MUST be defined in | ETF Standards Track docunents.

Enterprises may wi sh to define Information El ements without
registering themwith ANA. | PFI X explicitly supports
enterprise-specific Information El enents. Enterprise-specific
Information El enents are described in Sections 2.1 and 4.
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7.

7.

7.

However, before creating enterprise-specific Information El enents,
the general applicability of such Information El enents shoul d be
considered. | PFI X does not support enterprise-specific abstract data

types.
| ANA Consi der ati ons

1. IPFIX Information El enents

Thi s docunent specifies an initial set of IPFIX Information El enents.
The list of these Information Elements with their identifiers is
given in Section 4. The Internet Assigned Nunbers Authority (1ANA)
has created a new registry for IPFIX Information El enent identifiers
and filled it with the initial list in Section 4.

New assignnents for I PFIX Information Elements will be adm nistered
by 1 ANA t hrough Expert Review [ RFC2434], i.e., review by one of a
group of experts designated by an | ETF Area Director. The group of
experts MJST check the requested Infornation El enent for conpl eteness
and accuracy of the description and for correct naming according to
the naming conventions in Section 2.3. Requests for Information

El ements that duplicate the functionality of existing Information

El ements SHOULD be declined. The smallest available identifier
SHOULD be assigned to a new Informati on El enent.

The specification of new | PFl X I nformati on El enents MJST use the
tenpl ate specified in Section 2.1 and MJUST be published using a

wel | -establ i shed and persistent publication nedium The experts will
initially be drawmn fromthe Wrking Goup Chairs and docunent editors
of the I PFI X and PSAVMP Wr ki ng Groups.

2. MPLS Label Type ldentifier

I nformation El ement #46, named npl sTopLabel Type, carries MPLS | abe
types. Values for 5 different types have initially been defined.

For ensuring extensibility of this information, |ANA has created a
new registry for MPLS | abel types and filled it with the initial Iist
fromthe description Information El enent #46, npl sTopLabel Type.

New assignnents for MPLS | abel types will be adm nistered by | ANA
t hrough Expert Review [ RFC2434], i.e., review by one of a group of
experts designated by an IETF Area Director. The group of experts
nmust doubl e check the label type definitions with already defined
| abel types for conpl eteness, accuracy, and redundancy. The

speci fication of new MPLS | abel types MJST be published using a
wel | -establ i shed and persistent publication medi um
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7.3. XM. Nanespace and Schena

Appendi x B defines an XML schema for | PFI X I nformation El enent
definitions. Al Information El enents specified in this docunent are
defined by the XML specification in Appendix A that is a valid XM
record according to the schena in Appendix B. This schema nay al so
be used for specifying further Infornmation Elenents in future
extensions of the IPFI X information nodel in a nmachi ne-readabl e way.

Appendi x B uses URNs to describe an XM. nanespace and an XM. schema
for IPFIX Information El ements conformng to a regi stry nmechani sm
described in [RFC3688]. Two URI assignnents have been nmade.

1. Reglstratlon for the I PFI X i nformation nodel namespace
URI: urn:ietf:parans:xm:ns:ipfix-info-15
* Registrant Contact: |ETF | PFI X Wrking Goup <ipfix@etf.org>,
as designated by the I ESG <iesg@etf.org>.
* XM.: None. Nanmespace URIs do not represent an XM

2. Reglstratlon for the I PFI X i nformation nodel schema
URI: urn:ietf:parans: xm:schema:ipfix-info-15
* Registrant Contact: |ETF | PFI X Wrking Goup <ipfix@etf.org>,
as designated by the I ESG <i esg@etf.org>.
*  XM.: See Appendi x B of this docunent.

8. Security Considerations

The I PFI X information nodel itself does not directly introduce
security issues. Rather, it defines a set of attributes that may for
privacy or business issues be considered sensitive information

For exanpl e, exporting values of header fields may nake attacks

possi ble for the receiver of this information, which would otherw se
only be possible for direct observers of the reported Flows al ong the
dat a path.

The underlying protocol used to exchange the information described
here nust therefore apply appropriate procedures to guarantee the
integrity and confidentiality of the exported information. Such
protocol s are defined in separate docunents, specifically the IPFIX
prot ocol document [RFC5101].

Thi s docunent does not specify any Infornmation El enent carrying
keying material. |If future extensions will do so, then appropriate
precautions need to be taken for properly protecting such sensitive
i nformation.
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