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Abst r act

This docunent is one of a set of docunents, which together describe
all aspects of a new Internet Printing Protocol (IPP). IPPis an
application level protocol that can be used for distributed printing
using Internet tools and technol ogies. This docunment contains
information that supplenents the | PP Model and Semantics [ RFC2566]
and the | PP Transport and Encodi ng [ RFC2565] docunments. It is
intended to help inplenmenters understand I PP/1.0 and some of the
consi derations that nmay assist themin the design of their client
and/ or | PP object inplenentations. For exanple, a typical order of
processing requests is given, including error checking. Mtivation
for some of the specification decisions is also included.

The full set of |PP docunents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics [ RFC2566]

Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]

Mappi ng between LPD and | PP Protocols [ RFC2569]

The document, "Design Goals for an Internet Printing Protocol”, takes
a broad look at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and
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adm ni strators. The design goals docunent calls out a subset of end
user requirenents that are satisfied in IPP/1.0. Operator and
admi ni strator requirements are out of scope for version 1.0.

The docunent, "Rationale for the Structure and Mddel and Protocol for
the Internet Printing Protocol", describes IPP froma high |evel

view, defines a roadmap for the various docunents that formthe suite
of | PP specifications, and gives background and rationale for the

| ETF wor ki ng group’s maj or deci sions.

The docunent, "Internet Printing Protocol/1.0: Mdel and Semantics”
describes a sinplified nodel with abstract objects, their attributes,
and their operations. The nodel introduces a Printer and a Job. The
Job supports nmultiple docunents per Job. The nodel docunment al so
addresses how security, internationalization, and directory issues
are addressed.

The docunent, "Internet Printing Protocol/1.0: Encoding and
Transport", is a fornmal napping of the abstract operations and
attributes defined in the nodel document onto HTTP/1.1. It also

defines the encoding rules for a new Internet nedia type called
"application/ipp".

The docunent, "Mapping between LPD and | PP Protocol s", gives sone
advice to inplenenters of gateways between | PP and LPD (Line Printer
Daenon) i npl enent ati ons.
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1 Introduction

Thi s docunent contains information that supplenents the | PP Mbdel and
Semantics [ RFC2566] and the | PP Transport and Encodi ng [ RFC2565]
docunents. As such this information is not part of the fornal
specifications. |Instead information is presented to help inplenenters
understand the specification, including some of the notivation for
deci sions taken by the conmittee in devel oping the specification

Sone of the inplementation considerations are intended to help

i mpl ementers design their client and/or | PP object inplenentations.

If there are any contradictions between this docunment and [ RFC2566] or
[ RFC2565], those documents take precedence over this docunent.

1.1 Confornance | anguage

Usual Iy, this docunent does not contain the term nol ogy MJST, MJST
NOT, MAY, NEED NOT, SHOULD, SHOULD NOT, REQUI RED, and OPTI ONAL.
However, when those terns do appear in this docunent, their intent is
to repeat what the [ RFC2566] and [ RFC2565] docunents require and

all ow, rather than specifying additional confornmance requirenents.
These terns are defined in section 13 on conformance termnol ogy in

[ RFC2566], nost of which is taken from RFC 2119 [ RFC2119].

| mpl enenters should read section 13 in [ RFC2566] in order to
understand these capitalized words. The words MJST, MJST NOT, and
REQUI RED i ndi cate what inplenmentations are required to support in a
client or IPP object in order to be conformant to [ RFC2566] and

[ RFC2565]. MAY, NEED NOT, and OPTIONAL indicate was is nerely all owed
as an inplenmenter option. The verbs SHOULD and SHOULD NOT i ndicate
suggest ed behavi or, but which is not required or disall owed,
respectively, in order to conformto the specification
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1.2 G her term nol ogy
The term "sender" refers to the client that sends a request or an | PP
object that returns a response. The term"receiver" refers to the IPP
object that receives a request and to a client that receives a
response.

2 Model and Senmantics

This section discusses various aspects of IPP/1.0 Mbdel and Semantics
[ RFC2566] .

2.1 Summary of Qperation Attributes
Legend for the follow ng table:

R indicates a REQUI RED operation or attribute for an
i npl ementation to support

O indicates an OPTI ONAL operation or attribute for an
i mpl enmentation to support
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Table 1. Sunmary of operation attributes for Printer operations

Printer Operations

Request s Responses
Qperation Print- Pri Crea GCet- Get- Al
Attributes Job, nt- te- Printer- Jobs Qpera-
Validate URI Job Attribut tions
-Job (O (O es

Qperation paraneters--REQUI RED to be supplied by the sender

operation-id R R R R R

st at us- code R
request-id R R R R R R
ver si on- nunber R R R R R R

Qperation attributes-REQJU RED to be supplied by the sender
attri butes-charset R R R R R R

attri but es- R R R R R R
nat ur al - | anguage

docunent - uri R

j ob-id*

job-uri*

| ast - docunent

printer-uri R R R R R

Qperation attributes- RECOWENDED to be supplied by the sender

j ob- nane R R R
requesti ng-user- R R R R R
name
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Printer Operations

Request s Responses
Oper ati on Print- Prii Crea GCet- Get- Al
Attributes Job, nt- te- Printer Jobs Qpera-

Val i - URI Job Attri- tions

date-Job (O (O  butes

Qperation attributes-OPTIONAL to be supplied by the sender

st at us- nessage O
conpr essi on (0] (0]

docunent - f or mat R R 0]
docunent - name O O

docunent - nat ur al - O O

| anguage

i pp-attribute- R R R

fidelity

j ob-i npressi ons (0] (0] (0]

j ob-k-octets

j ob- nedi a- sheet s (0] (0] (0]

limt R
message

nmy-j obs R
request ed- R R
attributes

whi ch-j obs R

* "job-id" is REQURED only if used together with
"printer-uri" to identify the target job; otherw se, "job-
uri" i s REQUI RED.
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Table 2. Summary of operation attributes for Job operations

Request s Responses
Qperation Send- Send- Cancel Get- Al
Attributes Docunent URI -Job Job- per a-
(O (O Attri- tions
but es

Operation paraneters--REQUI RED to be supplied by the sender

operation-id R R R R

st at us- code R
request-id R R R R R
ver si on- number R R R R R

Operation attributes-REQUI RED to be supplied by the sender

attributes- R R R R R
char set

attri butes- R R R R R
nat ur al - | anguage

docunent - uri R

j ob-id* R R R R
job-uri* R R R R

| ast - docunent R R

printer-uri R R R R

Operation attributes- RECOWWENDED to be supplied by the
sender

j ob- nane

requesti ng- user - R R R R
nane
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Job Qperations

Request s Responses
Qperation Attributes Send- Send- Cance Cet- All
Docunent URI | -Job Job- Qper a-
(O (O Attri- tions
but es

Qperation attributes. OPTIONAL to be supplied by the sender
st at us- nessage O
conpr essi on
docunent - f or mat

docunent - nane

O O X O
O O ®T O

docunent - nat ur al -
| anguage

pp-attri bute-
idelity

i
f
j ob-i npressi ons

j ob-k-octets

j ob- nedi a- sheet s

limt

nmessage O

ny-j obs

requested-attributes R

whi ch-j obs

* "job-id" is REQURED only if used together with "printer-

uri" to identify the target job; otherwise, "job-uri" is
REQUI RED.
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2.2 Suggested Operation Processing Steps for | PP bjects

This section suggests the steps and error checks that an | PP object
MAY perform when processing requests and returning responses. An |PP
obj ect MAY performsone or all of the error checks. However, sone

i mpl enent ati ons MAY choose to be nore forgiving than the error checks
shown here, in order to be able to accept requests from non-
conforming clients. Not perfornming all of these error checks is a
so-called "forgiving" inplenentation. On the other hand, clients
that successfully submt requests to | PP objects that do perform al
the error checks will be nore likely to be able to interoperate with
other | PP object inplenentations. Thus an inplenenter of an | PP

obj ect needs to decide whether to be a "forgiving" or a "strict"

i mpl ementation. Therefore, the error status codes returned may

di ffer between inplenentations. Consequentially, client SHOULD NOT
expect exactly the error code processing described in this section

When an | PP object receives a request, the | PP object either accepts
or rejects the request. In order to determ ne whether or not to
accept or reject the request, the | PP object SHOULD execute the
followi ng steps. The order of the steps nmay be rearranged and/ or
conbi ned, including maki ng one or nultiple passes over the request.

A client MJST supply requests that woul d pass all of the error checks
i ndi cated here in order to be a conforming client. Therefore, a
client SHOULD supply requests that are conforming, in order to avoid
being rejected by sone | PP object inplenentations and/or risking
different semantics by different inplenentations of forgiving

i npl enent ati ons. For exanple, a forgiving inplenentation that
accepts multiple occurrences of the sane attribute, rather than
rejecting the request mght use the first occurrences, while another
nm ght use the |last occurrence. Thus such a non-conforming client
woul d get different results fromthe two forgiving inplenentations.

In the foll ow ng, processing continues step by step until a "RETURNS
the xxx status code ." statenment is encountered. FError returns are
i ndi cated by the verb: "REJECTS'. Since clients have difficulty
getting the status code before sending all of the docunent data in a
Print-Job request, clients SHOULD use the Validate-Job operation

bef ore sending | arge docunents to be printed, in order to validate
whet her the IPP Printer will accept the job or not.

It is assuned that security authentication and authorization has
al ready taken place at a | ower |ayer
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2.2.1 Suggested Operation Processing Steps for all Operations

This section is intended to apply to all operations. The next
section contains the additional steps for the Print-Job, Validate-
Job, Print-URI, Create-Job, Send-Docunent, and Send-URl operations
that create jobs, adds docunents, and validates jobs.

2.2.1.1 Val i dat e versi on nunber

Every request and every response contains the "version-nunber"”
attribute. The value of this attribute is the major and ni nor
versi on nunber of the syntax and semantics that the client and | PP
object is using, respectively. The "version-nunber" attribute
remains in a fixed position across all future versions so that al
clients and | PP object that support future versions can determ ne
whi ch version is being used. The |IPP object checks to see if the
maj or version nunber supplied in the request is supported. If not,
the Printer object REJECTS the request and RETURNS the ’'server-
error-version-not-supported’ status code in the response. The |PP
object returns in the "version-nunber" response attribute the ngjor
and minor version for the error response. Thus the client can |learn
at least one major and mnor version that the | PP object supports.
The 1 PP object is encouraged to return the closest version nunber to
the one supplied by the client.

The checking of the minor version nunber is inplenentation dependent,
however if the client supplied ninor version is explicitly supported,
the 1 PP object MJUST respond using that identical mnor version
nunber. If the requested m nor version is not supported (the
requested nminor version is either higher or lower) than a supported
m nor version, the | PP object SHOULD return the cl osest supported

nm nor version

2.2.1.2 Val i date operation identifier

The Printer object checks to see if the "operation-id" attribute
supplied by the client is supported as indicated in the Printer
obj ect’s "operations-supported" attribute. |If not, the Printer
REJECTS the request and returns the 'server-error-operation-not-
supported’ status code in the response.

2.2.1.3 Val idate the request identifier
The Printer object SHOULD NOT check to see if the "request-id"

attribute supplied by the client is in range: between 1 and 2**31 - 1
(inclusive), but copies all 32 bits.
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Not e: The "version-nunber", "operation-id", and the "request-id"
paraneters are in fixed octet positions in the IPP/1.0 encoding. The
"version-nunber" paraneter will be the same fixed octet position in
all versions of the protocol. These fields are validated before
proceeding with the rest of the validation

2.2.1.4 Validate attribute group and attri bute presence and order

The order of the follow ng validation steps depends on
i mpl enent ati on.

2.2.1.4.1 Validate the presence and order of attribute groups

Cient requests and | PP object responses contain attribute groups
that Section 3 requires to be present and in a specified order. An
| PP object verifies that the attribute groups are present and in the
correct order in requests supplied by clients (attribute groups
without an * in the follow ng tables).

If an I PP object receives a request with (1) required attribute
groups nissing, or (2) the attributes groups are out of order, or (3)
the groups are repeated, the | PP object REJECTS the request and
RETURNS the ’'client-error-bad-request’ status code. For exanple, it
is an error for the Job Tenplate Attributes group to occur before the
Qperation Attributes group, for the Operation Attributes group to be
omtted, or for an attribute group to occur nore than once, except in
the Get-Jobs response.

Since this kind of attribute group error is nost likely to be an
error detected by a client devel oper rather than by a custoner, the

| PP obj ect NEED NOT return an indication of which attribute group was
in error in either the Unsupported Attributes group or the Status
Message. Also, the | PP object NEED NOT find all attribute group
errors before returning this error.

2.2.1.4.2 lgnore unknown attribute groups in the expected position

Future attribute groups nay be added to the specification at the end
of requests just before the Docunent Content and at the end of
response, except for the Get-Jobs response, where it maybe there or
before the first job attributes returned. |If an |IPP object receives
an unknown attribute group in these positions, it ignores the entire
group, rather than returning an error, since that group nay be a new
group in a later ninor version of the protocol that can be ignored.
(I'f the new attribute group cannot be ignored w thout confusing the
client, the major version nunber woul d have been increased in the
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protocol docunent and in the request). |f the unknown group occurs
in a different position, the | PP object REJECTS the request and
RETURNS the ’'client-error-bad-request’ status code

Cients also ignore unknown attribute groups returned in a response.

Note: By validating that requests are in the proper form |PP
objects force clients to use the proper formwhich, in turn,

i ncreases the chances that custoners will be able to use such clients
frommltiple vendors with | PP objects fromother vendors

2.2.1.4.3 Validate the presence of a single occurrence of required
Qperation attributes

Cient requests and | PP object responses contain Operation attributes
that [ RFC2566] Section 3 requires to be present. Attributes within a
group may be in any order, except for the ordering of target,

charset, and natural |anguages attributes. These attributes MJST be
first, and MUST be supplied in the follow ng order: charset, natura

| anguage, and then target. An | PP object verifies that the attributes
that Section 4 requires to be supplied by the client have been
supplied in the request (attributes without an * in the follow ng
tables). An asterisk (*) indicates groups and Operation attributes
that the client may onmit in a request or an | PP object may onit in a
response.

If an | PP object receives a request with required attributes m ssing
or repeated froma group or in the wong position, the behavior of
the 1 PP object is | MPLEMENTATI ON DEPENDENT. Sone of the possible

i npl enent ati ons are:

1. REJECTS the request and RETURNS the ’'client-error-bad-request’
status code

2.accepts the request and uses the first occurrence of the
attribute no natter where it is

3. accepts the request and uses the | ast occurrence of the
attribute no matter where it is

4. accept the request and assune sone default value for the m ssing
attribute

Therefore, client MJST send conform ng requests, if they want to
receive the same behavior fromall |PP object inplenentations. For
exanple, it is an error for the "attributes-charset” or "attributes-
nat ural -1 anguage” attribute to be omtted in any operation request,
or for an Qperation attribute to be supplied in a Job Tenpl ate group
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or a Job Tenplate attribute to be supplied in an Operation Attribute
group in a create request. It is also an error to supply the
"attributes-charset" attribute twice.

Since these kinds of attribute errors are nost likely to be detected
by a client devel oper rather than by a custoner, the | PP object NEED
NOT return an indication of which attribute was in error in either
the Unsupported Attributes group or the Status Message. Also, the

| PP obj ect NEED NOT find all attribute errors before returning this
error.

The following tables list all the attributes for all the operations
by attribute group in each request and each response. The order of
the groups is the order that the client supplies the groups as
specified in [ RFC2566] Section 3. The order of the attributes within
a group is arbitrary, except as noted for some of the special
operation attributes (charset, natural |anguage, and target). The
tabl es bel ow use the follow ng notation:

R indicates a REQURED attribute that an | PP object MJST support

O indicates an OPTIONAL attribute that an | PP object NEED NOT
suppor t

* indicates that a client MAY omt the attribute in a request
and that an | PP object MAY onit the attribute in a
response. The absence of an * neans that a client MJST
supply the attribute in a request and an | PP object MJST
supply the attribute in a response.

Oper ati on Requests

The tabl es bel ow show the attributes in their proper attribute groups
for operation requests:

Note: All operation requests contain "version-nunber", "operation-
id', and "request-id" paraneters.

Print-Job Request:

Goup 1. Operation Attributes (R
attributes-charset (R
attribut es-natural -1 anguage (R)
printer-uri (R
requesti ng-user-nane (R*)

j ob-nanme (R*)

i pp-attribute-fidelity (R¥)
docunent - nane (R*)
docunent - format (R*)

docunent - nat ur al - | anguage (Of)
conpression (O)
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j ob-k-octets (O¥)
j ob-i npressions (O)
j ob- nedi a- sheets (O¢)
Group 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O)
(see [ RFC2566] Section 4.2)
Group 3: Docunent Content (R)
<docunent content>

Val i dat e- Job Request:

Group 1: Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R)
printer-uri (R
requesting-user-nanme (R*)

j ob-nanme (R*)

i pp-attribute-fidelity (R¥)
docunent - nane (R*)

docunent -format (R*)

docunent - nat ur al - | anguage (O*)
conpression (Of)

j ob-k-octets (O¥)

j ob-impressions (O)

j ob- nedi a- sheets (O)

Group 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O)

(see [ RFC2566] Section 4.2)

Creat e- Job Request:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
printer-uri (R
requesti ng-user-nanme (R¥)

j ob-nanme (R*)

i pp-attribute-fidelity (R¥)
j ob-k-octets (Of)

j ob-i npressions (O)

j ob- nedi a- sheets (Of)

Group 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O*) (see

(see [ RFC2566] Section 4.2)

Print-UR Request:
Goup 1. Operation Attributes (R
attributes-charset (R
attri butes-natural -1 anguage (R)
printer-uri (R
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docunent-uri (R)
requesti ng-user-nanme (R*)
j ob-nanme (R*)
i pp-attribute-fidelity (R¥)
docunent - nane (R*)
docunent -format (R*)
docunent - nat ur al - | anguage (O*)
conpression (O)
j ob-k-octets (Of)
j ob-i npressions (O)
j ob- nedi a- sheets (O%)
Group 2: Job Tenplate Attributes (R¥)
<Job Tenplate attributes> (O') (see
(see [ RFC2566] Section 4.2)

Send- Docunent Request:

Group 1: Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R)
(printer-uri & job-id) | job-uri (R
| ast - docunent (R)
requesti ng-user-nanme (R¥)
docunent - nane (R*)
docunent -format (R*)
docunent - nat ur al - | anguage (O*)
conpression (O)

Group 2: Docunment Content (R*)
<docunent content>

Send- URI Request:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
(printer-uri & job-id) | job-uri (R
| ast - docunent (R
docunent-uri (R)
requesti ng-user-nanme (R*)
document - nane (R*)
docunent -format (R¥)
docunent - nat ur al - | anguage (Of)
conpression (Of)

Hasti ngs & Manros I nf or mat i onal

July 1999

[ Page 16]



RFC 2639 | PP/1.0: Inplementer’s Cuide July 1999

Cancel - Job Request:
Goup 1. Operation Attributes (R
attributes-charset (R
attribut es-natural -1 anguage (R)
(printer-uri & job-id) | job-uri (R
requesti ng-user-nane (R*)
message (OF)

Get-Printer-Attributes Request:

Group 1: Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R)
printer-uri (R
requesti ng-user-nanme (R*)
requested-attri butes (R*)
docunent - format (R*)

Get -Job- Attri butes Request:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
(printer-uri & job-id) | job-uri (R
requesti ng-user-nanme (R*)
requested-attri butes (R*)

CGet - Jobs Request :
Goup 1. Operation Attributes (R
attributes-charset (R
attri butes-natural -1 anguage (R)
printer-uri (R
requesti ng-user-nanme (R*)
limt (R¥)
requested-attri butes (R*)
whi ch-j obs (R¥)
ny-jobs (R*)

Qperati on Responses

The t abl es bel ow show t he response attributes in their proper
attribute groups for responses.

Note: All operation responses contain "version-nunber", "status-
code", and "request-id" paraneters.

Print-Job Response:

Print-UR Response:
Creat e- Job Response:
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Send- Docunent Response:
Send- URI Response:
Goup 1. Operation Attributes (R
attributes-charset (R
attributes-natural -1 anguage (R)
st at us- nessage (O%)
Group 2: Unsupported Attributes (R*) (see Note 3)
<unsupported attributes> (R*)
Goup 3: Job hject Attributes(R*) (see Note 2)
job-uri (R
job-id (R
job-state (R)
j ob-state-reasons (Of)
j ob- st at e- nessage (Of)
nunber - of -i nt erveni ng-j obs (O)

Val i dat e- Job Response:
Cancel - Job Response:
Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
stat us- nessage (O¥)
Group 2: Unsupported Attributes (R*) (see Note 3)
<unsupported attributes> (R¥)

Note 2 - the Job bject Attributes and Printer Object Attributes are
returned only if the | PP object returns one of the success status
codes.

Note 3 - the Unsupported Attributes Goup is present only if the
client included sone Qperation and/or Job Tenplate attributes or

val ues that the Printer doesn’t support whether a success or an error
return.

Get-Printer-Attributes Response:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
stat us- nessage (Of)

Group 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R¥)

Goup 3: Printer Object Attributes(R*) (see Note 2)
<requested attributes> (R*)

Note 4 - the Unsupported Attributes Goup is present only if the

client included some Qperation attributes that the Printer doesn’t
support whether a success or an error return.
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CGet - Job- Attri butes Response:

Goup 1. Operation Attributes (R
attributes-charset (R
attribut es-natural -1 anguage (R)
st at us- nessage (O¥)

Group 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R¥)

Group 3. Job hject Attributes(R*) (see Note 2)
<requested attributes> (R¥)

CGet - Jobs Response:

Group 1. Operation Attributes (R)
attributes-charset (R
attributes-natural -1 anguage (R
stat us- nessage (O¥)

Group 2: Unsupported Attributes (R*) (see Note 4)
<unsupported attributes> (R¥)

Group 3: Job hject Attributes(R*) (see Note 2, 5)
<requested attributes> (R*)

Note 5: for the Get-Jobs operation the response contains a separate
Job Object Attributes group 3 to N containing requested-attributes
for each job object in the response.

2.2.1.5 Val i date the values of the REQUI RED Qperation attributes

An | PP object validates the values supplied by the client of the
REQUI RED Qperation attribute that the | PP object MJST support. The
next section specifies the validation of the values of the OPTI ONAL
Qperation attributes that | PP objects MAY support.

The |1 PP object perforns the follow ng syntactic validation checks of
each Qperation attribute val ue:

a)that the length of each Operation attribute value is correct for
the attribute syntax tag supplied by the client according to
[ RFC2566] Section 4.1,

b)that the attribute syntax tag is correct for that Operation
attribute according to [ RFC2566] Section 3,

c)that the value is in the range specified for that Qperation
attribute according to [ RFC2566] Section 3,

d)that nmultiple values are supplied by the client only for

operation attributes that are nulti-valued, i.e., that are
1set OF X according to [ RFC2566] Section 3.
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If any of these checks fail, the | PP object REJECTS the request and
RETURNS the 'client-error-bad-request’ or the 'client-error-request-
val ue-too-long’ status code. Since such an error is nost likely to
be an error detected by a client devel oper, rather than by an end-
user, the I PP object NEED NOT return an indication of which attribute
had the error